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MESSAGE OF THE UNIVERSITY PRESIDENT 

 

 

Over the past decade, data privacy has emerged as an important part of our life and work 
together in institutions and communities. It ensures respect for, safety, and integrity of 
information about our persons and identities. The Ateneo de Zamboanga University commits 
itself to this through the establishment of a Data Protection Office and the appointment of 
our Data Protection Officer. This document, the AdZU Data Privacy Management Program 
and Data Privacy Manual, is integral to this commitment. 

 
I thank Fr Richard Ella SJ, our Vice President for Administration and Data Protection Officer, 
for leading the process of education, consultation, and conversation that produced this 
Manual. I encourage our University community to use this Manual as reference for planning, 
action, and management of our valuable data and information.  
 
Muchas gracias a todos. 
 

 

 

FR KAREL S SAN JUAN, SJ 
President 
Ateneo de Zamboanga University 
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MESSAGE OF THE DATA PROTECTION OFFICER 

 

 

To the AdZU Community,  

Greetings!   

After months of consultation, reviewing existing policies, and crafting new ones, I am pleased 
to present the Ateneo de Zamboanga University Data Privacy Management Program and 
Data Privacy Manual. These policies will be our common guide in safeguarding the data and 
information under our care.   
  
The Data Privacy Act of 2012 has mandated all institutions to ensure that data collected, 
processed, and stored by Personal Information Controllers, such as AdZU, are protected and 
secure. As the Data Protection Officer, one of my tasks is to promote an environment and a 
culture where protecting the rights and ensuring the privacy of AdZU's stakeholders are the 
university's priorities.  
  
May these documents keep us vigilant in observing the policies set forth regarding data 
protection in our university. Your continued participation will help us sustain our efforts as 
a credible institution where data privacy is given utmost importance by all members of the 
school community.   

   

  
Sincerely,   

  
  
FR RICHARD V ELLA, SJ 
Data Protection Officer 
Ateneo de Zamboanga University  
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DATA PRIVACY MANAGEMENT PROGRAM 

INTRODUCTION 

I. Commitment to Privacy 

The Ateneo de Zamboanga University is committed to the protection of data privacy by developing 
and implementing organizational practices around the collection, use, disclosure, and management 
of Personal Information.  

By embedding data privacy in the strategic framework and daily school operations of the school, the 
University can ensure compliance with the Data Privacy Act (DPA) of 2012 and be accountable for 
protecting personal data under its control and custody. 

This Privacy Management Plan provides detailed guidance to University Personnel on how the 
principles of the law should be applied. 

Vision 

Ateneo de Zamboanga University, as one of the reputable educational institutions of the country, 
firmly adheres to the principles of data privacy and envisions an organization that takes its 
responsibility of protecting the data entrusted to its care by instilling a privacy culture in its day-to-
day operations.  

Mission 

In the fulfillment of its mission to protect and maintain the privacy, accuracy, and security of personal 
information in our data processing systems, we strive to: 

● Protect the data we collected and processed following physical, technical and 
procedural safeguards; 

● Limit the personal data collected to the minimum required to provide services 
requested by clients; 

● Permit only the properly trained, authorized employees to access personal data; 
● Not disclose personal data to external parties unless with expressed permission of 

the party or individual concerned or if prescribed by law; 
● Use the data according to the legitimate purpose of the University as an educational 

institution. 
 

II. Governance 

Board of Trustees 

The Ateneo de Zamboanga University’s accountability for ensuring the implementation of the privacy 
policies of the University resides in the Board of Trustees, which exercises oversight authority in the 
management of the University. This includes fostering a privacy-respectful culture across all levels 
and campuses. The Board of Trustees may require the President of the University and/or its Data 
Protection Officer to report on privacy policies and practices that are in place as well as other 
reportorial requirements which the Board has to know about and decide upon. 
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University President 

The University President is charged by the Board of Trustees to develop AdZU’s overall strategy that 
ensures data privacy compliance, upholds the commitment to stakeholders, and guarantees that all 
privacy policies and practices are observed within the University. 

Data Protection Officer and Data Protection Management Team 

While the ultimate accountability of data protection resides at the top executive level, its day-to-day 
operations are formally assigned to the Data Protection Officer (DPO) of the University. The DPO 
supported by the Data Protection Management Team (DPMT) of the different units of the University 
are responsible for: 

 Complying with the legal and regulatory requirements of the DPA; 
 Providing privacy advice and support to all the units of the University; 
 Ensuring that AdZU’s privacy policies and standards is comprehensive, up-to-date 

and compliant with applicable law; 
 Providing privacy training and maintaining privacy awareness throughout the 

organization; 
 Identifying privacy risks and providing recommendations and strategies to mitigate 

or eliminate such risks; and 
 Conducting privacy reviews and monitoring compliance as stated in the Privacy 

Manual of the University. 
 

Process Owners 

The process owners are the offices and personnel who are directly involved in the data life cycle of 
each data processing system of the University. The involved personnel are the following 
departments: 

● Admissions and Aid Office 
● Registrar’s Office 
● Finance Office 
● University Infirmary 
● University Security Office 
● Guidance and Counselling Office 
● Human Resource Administration and Development Office 
● Formation Office 

 
The process owners should ensure that all their personnel are informed of their responsibility to 
protect personal information, and to create a facility for data subjects to exercise all their rights. They 
also take part in the creation or formulation of privacy policies and integrating them into the 
organization’s regulations. 
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III.  Reporting Mechanisms 

The DPO consolidates reports of compliance from the process owners and the different units to the 
University President. Upon review of the data protection protocols and procedures, the amendments 
or revisions needed to update the Privacy Management Program of the University are also reported. 

The process owners should report to the DPMT of their unit if there are risks identified with the Data 
Processing System so that a desirable fix can be implemented. Any complaint or data breach is also 
an indication that the Privacy Management Program is not functioning as expected and an incident 
report should be filed by the DPMT to the DPO. 

 

IV. Program Controls 

1.  Records of Processing Activities. The AdZU Processing Systems hold classified under the 
DPA of 2012 as Personal Information, Sensitive Personal Information, and Privileged 
Information. 
1.1 The types of Information collected are as follows: 

a. Personal details such as name, birth, gender, civil status, and affiliations; 
b. Contact information such as addresses, emails, mobile, and telephone numbers; 
c. Academic information such as grades, programs, and academic standing; 
d. Employment information such as government-issued numbers, position and its 

functions, and list of training attended; 
e. Applicant information such as academic background and previous employment; 
f. Medical information such as physical, psychiatric, and psychological information. 

 
1.2 Data Flow.  All the data that goes through the AdZU Processing Systems are received 

either through physical or electronic means. The process owners store the data in their 
filing cabinets or computer storage drives for processing.   Transmission of the data is 
also done either through physical or electronic means following security protocols.  The 
data are used only according to the purpose for which it was created or collected and 
access to data for processing is restricted based on their varying levels and authorization. 
Retention and Disposal of the data are done according to the AdZU Retention and Disposal 
Policy.   
 

1.3 Purpose of Processing.  AdZU processes personal data to achieve the following 
purposes: 

 Academic, extra-curricular, admission and aid, student affairs and disciplinary 
procedures; 

 Human resource management, development and disciplinary measures; 
 Conduct of academic and research studies and proposals; 
 Student and employee application processing and identity verification procedures; 
 Documentation and record-keeping purposes; 
 Spiritual, health, physical, psychiatric and psychological interventions and processes; 
 Alumni linkage, donation and funding purposes; 
 Customer, client, patient or community service profiling; 
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 Contractual and financial purposes; 
 Administration, security, physical plant management; 
 Regulatory and audit purposes. 

 
2. Risk Assessment.  AdZU shall conduct Privacy Impact Assessment (PIA) on current or new 

data processing systems. PIA is conducted especially if there are changes to existing services, 
complaints are received from data subjects or attempts, or security breaches have been 
encountered. The PIA process has been included in the Privacy Manual for process owners 
and their respective units to conduct a PIA on their own. All units are required to submit PIAs 
for the design of, or changes to, products, services, initiatives, processes and systems that 
involve access to, collection, storage, use or disclosure of data. 

3. Registration.  The AdZU processing systems are to be registered annually with the National 
Privacy Commission. The DPO will ensure that all reportorial requirements have been 
submitted by the different units of the University in order to submit it within the deadline set 
by the NPC. 
 

V. Policies and Procedures 

Privacy Manual 

The Ateneo de Zamboanga University will operationalize the Privacy Management Program through 
its privacy manual. The policies and procedures to govern the processing of personal data from 
collection to storage or disposal are laid out in the manual. 

The manual would include policies and procedures on the following: 

 Adherence to Data Privacy Principles; 
 Implementation of Security Measures; 
 Conduct of Privacy Impact Assessments; 
 Policies and Procedures in the Investigation, Mitigation and Reporting of Security 

Breaches; 
 Policies and Procedures for the Exercise of the Rights of the Data Subjects; and 
 Creation and Planning of Activity and Training Regarding Privacy and Data 

Protection. 
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VI. Communication 

It is important for all the data subjects to know how and why their personal data are processed by 
the University. Privacy notices should be posted prior to any collection of data in an easy to access 
and understand manner. A consent is required before any data coming from the data subject will be 
collected and processed. 

Data subjects may also inquire, request for information, or file a complaint relating to how AdZU is 
processing their data and other policies related to the protection of their personal data by emailing 
dpo@adzu.edu.ph University or by downloading the contact form provided for this purpose at 
www.adzu.edu.ph. 

 

VII. Oversight and Review Plan 

This Privacy Management Plan shall be assessed and reviewed periodically. Revisions are to be 
reported, upon consideration of the results of the PIA’s effectiveness of the implementation or data 
privacy principles. 

Also, the University shall monitor emerging technologies, new threats and risks to data processing 
systems, international data protection standards, and the legal and ICT environment as part of its due 
diligence on. 
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DATA PRIVACY MANUAL 

A. Background 

Republic Act No 10173, also known as the Data Privacy Act of 2012 (DPA), aims to protect 
personal data in information and communications systems both in the government and the private 
sector. (See Annex A) 

It ensures that entities or organizations processing personal data establish policies, and 
implement measures and procedures that guarantee the safety and security of personal data under 
their control or custody, thereby upholding an individual’s data privacy rights. A personal 
information controller or personal information processor is instructed to implement reasonable and 
appropriate measures to protect personal data against natural dangers such as accidental loss or 
destruction, and human dangers such as unlawful access, fraudulent misuse, unlawful destruction, 
alteration and contamination. 

This privacy manual serves as a guide by which the Ateneo de Zamboanga University personnel 
will handle, store, process, share and dispose all the data that it collects from all its stakeholders. 

 

B. Introduction 

The Ateneo de Zamboanga University hereby adopts this Privacy Manual in compliance with 
Republic Act No. 10173 or the Data Privacy Act of 2012 (DPA), its Implementing Rules and 
Regulations, and other relevant policies, including issuances of the National Privacy Commission. 
This organization respects and values the data privacy rights of all its data subjects, and makes sure 
that all personal data collected from our students, employees, and other stakeholders, are processed 
in adherence to the general principles of transparency, legitimate purpose, and proportionality. 

This Manual shall inform you of the data protection and security measures that ADZU has put in 
place in order to ensure the integrity of the data collected as well as a guide on how all our 
stakeholders can exercise their rights under the DPA. 

 

C. Definition of Terms 
There are many technical terms used in this manual and for the benefit of all the users and 

readers of the manual, the following definitions are provided as guidance in understanding the 
words, concepts, and statements used in the documents. 
 

1) “DPA” refers to Republic Act No 10173, otherwise known as the Data Privacy Act of 2012. 
 

2) “NPC” refers to the National Privacy Commission 
 
3) “Processing” refers to any operation or any set of operations performed upon Personal 

Data including, but not limited to, the collection, recording, organization, storage, 
updating or modification, retrieval, consultation, use, consolidation, blocking, erasure, or 
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destruction thereof. Processing may be performed through automated means or by 
manual processing. 
 

4) “Data Processing System” refers to a structure and procedure by which personal data is 
collected and further processed in an information and communication system or relevant 
filing system, including the purpose and intended output of the processing. The data 
processing systems of Ateneo de Zamboanga University includes the following: 

a. Admission System 
b. Registration System 
c. Accounting System 
d. Security System 
e. Guidance and Counselling System 
f. Human Resource and Development System 
g. Infirmary System 
h. Non-Academic Formation System 

 
5) “Authorized Personnel” refers to employee/s or officer/s of the Ateneo de Zamboanga 

University (AdZU) who are authorized to collect, access, process, share, or discard 
Personal Data either by the function of their office, unit, division, or position, or through 
specific authority given in accordance with the policies of the Ateneo de Zamboanga 
University.  
 

6) “Personal Information Controller” or “PIC” refers to a natural or juridical person, or any 
other body, who/which controls the processing of Personal Data of the AdZU data 
processing systems, or instructs another to process Personal Data on its behalf.  

 
7)  “Personal Information Processor or “PIP” refers to any natural or juridical person, or any 

other body, to whom a PIC (AdZU), outsources, or gives instructions as regards, the 
Processing of Personal Data pertaining to a Data Subject.  

 
8)  “Data Protection Officer” or “DPO” refers to the officer duly designated by AdZU to be 

accountable for the latter’s compliance with the Data Privacy Act, its IRR, and any other 
government issued data privacy regulations and issuances, as well as implementation of 
the Manual.  

 
9)  “Compliance Officer for Privacy” or “COP” refers to an individual duly authorized by the 

Ateneo de Zamboanga University to perform some of the DPO’s functions for a campus 
and unit, and is the head the Data Protection Management Team of each unit.  

 
10) “Data Protection Management Team” or “DPMT” refers to the group of individuals 

designated by the AdZU to respond to inquiries and complaints relating to data privacy, 
conduct investigation and to assist the DPO in ensuring the compliance of AdZU with the 
Data Privacy Act, its IRR, and any other government-issued data privacy regulations and 
issuances, as well as implementing this Manual. 
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11) “Data Subject” refers to an individual whose Personal, Sensitive Personal, and/or 
Privileged Information are processed. It refers to AdZU Data Processing System’s clients, 
students and their parents or guardians, employees (regardless of their employment 
status), members of the Board of Trustees and their duly appointed representatives, 
consultants, suppliers, subcontractors, office visitors, and other persons whose 
information are collected and processed by the AdZU System as an integral and necessary 
part of its operations. 

 
12)  “Consent of the Data Subject” refers to any freely given, specific, informed indication of 

will, whereby the Data Subject agrees to the collection and processing of his/her personal, 
sensitive personal, or privileged information over a specific purpose. It shall be evidenced 
by written, electronic, or recorded means. It may also be given on behalf of a Data Subject 
by a lawful representative or an agent specifically authorized by the Data Subject to do 
so.  

 
13)  “Data Sharing” refers to the disclosure or transfer to a third party of Personal Data under 

the control or custody of AdZU.  
 
14)  “Data Sharing Agreement” refers to any written contract or agreement that contains the 

terms and conditions of a data sharing arrangement entered into by AdZU.  
 
15)  “Filing System” refers to any structured set of personal data that are accessible according 

to specific criteria whether centralized, decentralized or dispersed on a function or 
geographical/ campus basis.  

 
16) “Information and Communications System” refers to a system for generating, sending, 

receiving, storing, or otherwise Processing electronic data messages, or electronic 
documents, and includes the computer system or other similar device by which data is 
recorded, transmitted, or stored, and any procedure related to the recording, 
transmission, or storage of electronic data, electronic message, or electronic document.  

 
17)  “Outsourcing” refers to the disclosure or transfer of Personal Data by the AdZU System 

to a Personal Information Processor for the latter’s processing upon the instructions of a 
duly authorized person. 

 
18)  “Outsourcing Agreement” refers to any written contract entered into by the PSHS System 

with a Personal Information Processor, including its service providers.  
 
19) “Personal Data” refers to all types of Personal Information collected and processed by the 

AdZU. Personal Data may be classified as follows: 
a. “Confidential Personal Data” pertain to all other information to which access is 

restricted, and of which Processing requires the written consent of the Data 
Subject concerned. It also includes Personal Information and Sensitive Personal 
Information; and 

b. “Public Personal Data” pertain to Personal Information of a Data Subject which 
may be disclosed to the public by AdZU due to, or as required by, its operations 
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as an educational institution, and for government regulatory compliance and 
company disclosures.  

 
20) Personal Data Breach” refers to a breach of security leading to the accidental or unlawful   

destruction, loss, alteration, unauthorized disclosure of, or access to, Personal Data 
transmitted, stored, or otherwise processed. A Personal Data Breach may be in any of the 
following nature: 

a. “Availability Breach,” which results from the loss of, or accidental or unlawful 
destruction of Personal Data. 

b. “Confidentiality Breach,” which results from the unauthorized disclosure of, or 
access to Personal Data; and/or 

c. “Integrity Breach,” which results from the alteration of Personal Data.  
 

21) “Personal Information” refers to any information, whether recorded in a material form or 
not, from which the identity of an individual is apparent or can be reasonably and directly 
ascertained by the entity holding the information, or when put together with other 
information, would directly and certainly identify an individual.  
 

22) “Sensitive Personal Information” refers to Personal Information: 
a.  About an individual’s race, ethnic origin, marital status, age, color, and religious, 

philosophical, or political affiliations; 
b. About an individual’s health, education, genetic or sexual life, or to any 

proceeding for any offense committed or alleged to have been committed by such 
individual, the disposal of such proceedings, or the sentence of any court in such 
proceedings; 

c. Issued by government agencies peculiar to an individual, which includes, but is 
not limited to, social security numbers, previous or current health records, 
licenses or its denials, suspension, or revocation, and tax returns; and 

d. Specifically established by an executive order or an act of Congress to be kept 
classified. 

 
23) “Privileged Information” refers to any and all forms of data, which, under the Rules of 

Court and other pertinent laws, constitute privileged communication.  
 

24)  “Privacy Policy” refers to the internal statement that governs AdZU’s practices of 
handling Personal Data. It instructs the users of Personal Data (i.e., Authorized Personnel) 
on the processing of Personal Data and informs them of the rights of the Data Subjects.  

 
25) “Privacy Notice” refers to the statement addressed to a Data Subject to inform him/her of 

how AdZU processes his/her Personal Data.  
 
26) “Ateneo de Zamboanga University” or “AdZU” refers to the educational institution as 

headed by the Office of the President and all its Campuses, including all units, offices, and 
divisions therein.  
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27) “School Records” refer to the records of students of all acts, events, accomplishments, 
results or research and all documents depicting the various activities of the students. This 
include but not limited to the following records: 

a. Personal and background information 
b. Academic records/ reports 
c. Financial information and records (e.g. stipend received scholarship categories 

and supporting documents thereto, etc.) 
d. Disciplinary records 
e. Medical records including psychological profile 
f. Admission records 
g. Attendance registers 
h. Student achievement and/ or test results  

 
28) “Employee Records” – refer to the information of each employee of the University which 

includes 201 files and information contained therein, device passwords and/or passcode, 
bank account numbers, ATM card numbers, credit card numbers, and the like; records of 
training attended, medical history, disciplinary records, performance evaluation, rank 
and promotion data, daily time records, and the like. 
 

29) “Data Security Incident” is an event or occurrence that affects or tends to affect data 
protection, or may compromise the availability, integrity, and confidentiality of Personal 
Data. It includes incidents that would result to a Personal Data Breach, if not for 
safeguards that have been put in place. 
 

30) “Data Security Measures” refers to the Physical, Technical, and Organizational measures 
employed by the Company to protect Personal Data from natural and human dangers. 

 
31) “Center for Information Technology Services” refer to the unit in-charge within ADZU 

regarding all electronic systems of the university both its software and hardware 
components, the system developers, management of data servers, its 
telecommunications and network linkages.  

 
 

D. Scope and Limitations 

The AdZU privacy manual is an internal issuance meant to guide the school’s 
personnel in the use, application and the processing of all information/ data collected from 
its clients, stakeholders and other persons whose personal data are processed directly and 
indirectly by the AdZU processing systems. This manual covers all campuses, divisions, 
offices, and units of AdZU, and applies to all data that the AdZU Data Processing Systems hold 
relating to the identifiable individuals that is serves. 
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E. Data Privacy Principles  
AdZU abides by the following principles in the processing of all personal data from 

the time of its collection, to their actual storage or retention, and disposal:  
 
1) Transparency. The Data Subject shall be informed of the nature, purpose, and extent of 

the Processing of his/her Personal Data, including the risks and safeguards involved, the 
identity of the Company, his/her rights as a Data Subject, and how these may be exercised.  

2) Legitimate Purpose. The Processing of Personal Data shall only be for the purpose 
declared and specified to the Data Subject. No further Processing of Personal Data shall 
be done without the consent of the Data Subject. 

3) Proportionality. The Processing of Personal Data shall be adequate, relevant, suitable, 
necessary, and not excessive in relation to a declared and specified purpose. Personal 
Data will be processed by the ADZU Processing Systems only if the purpose of the 
Processing could not be reasonably fulfilled by other means, and if required by the AdZU 
System’s operations. 

Furthermore, AdZU respects and upholds the following rights of the data subjects in its 
operations: 

1) The right to be informed – data subjects are informed of how their data are processed 
and used. 
 

2) The right to access – data subjects should be able to gain access to the data collected 
following approved guidelines. 
 

3) The right to object – data subjects are given the opportunity to withhold consent should 
they think that information is used for a different purpose. 
 

4) The right to erasure and blocking – if there is substantial evidence that the collection, 
processing and retention of data are no longer necessary for the purpose it was created, 
unlawful processing or there is violation in the rights of the data subject, they can exercise 
their rights to block, remove or destroy their personal data. 
 

5) The right to damages – compensation can be claim if the data subject suffered damages 
due to inaccurate, incomplete, outdated, false, unlawfully obtained, or unauthorized use 
of personal data. 
  

6) The right to file a complaint – if there was a personal data breach, the data subject can 
file a complaint to the PIC/PIP or the NPC. 
 

7) The right to rectification – data subjects can dispute inaccuracy or error in their 
personal data following approved guidelines. 
 

8) The right to data portability – if data has been collected by electronic means, data 
subjects can obtain an electronic copy or other structured formats commonly used upon 
certain conditions and guidelines. 
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F. Framework and Policies in Processing Personal Data 
AdZU processes data based on the following framework and policies: 

1) The Data Privacy Act of 2012 (see Annex A), its implementing rules and relevant 
issuances and memorandums of the National Privacy Commission; 
 

2) The AdZU Privacy Management Program; 
 

 
3) Related policies, guidelines and protocols currently enforced by AdZU; 

 
4) Other laws and regulations of the land affecting data privacy. 
 

G. Processing of Personal Data 
In the processing of data, the AdZU System shall observe the following general principles 

in every stage of the data life cycle -- from the collection of personal data, to their storage, 
retention, and disposal:  
 
1) Data Collection. Informed Consent and Notification. All sensitive personal data/ 

information being requested or collected from data subject(s) must have the explicit 
consent of the latter (see Annex B). Further, data subject(s) must be informed of the type 
and purpose of the data being collected from them thru a privacy statement/ notice (see 
Annex C and D), and that such data are indicated in the prescribed forms being used to 
collect the data. 

a) The Data Protection Officer (DPO) and AdZU, the Personal Information Controller 
(PIC) shall be responsible for personal information under its control or custody, 
and shall be accountable for complying with the requirements of the DPA. 

b) The DPO/ PIC shall determine the type of data to be collected, the mode of 
collection to employ, the frequency of data collection, and related others; and 
communicate these things to the PIP (if there is any) who shall be responsible for 
collecting the data/ information in accordance with approved protocols. 

c) Data collected may be in a form of hard copy or e-copy which shall be consolidated 
by the PIC/PIP. 

d) If the data subject noted an erroneous data collected; he/ she has the right to file 
for correction/ erasure using the prescribed form or file a complaint if there 
seemed to be a violation of any of his privacy rights or of the privacy agreement 
itself. (see Annex E). 

 
2) Use of Data. Only authorized AdZU System personnel are allowed to access, use and 

process data/ information collected from data subject for legitimate primary or 
secondary purposes of the school for which they were collected or intended for use as 
stated in the forms or documents signed by the students, third parties or employees as 
the case may be.  

a) Primary Purpose. To provide students with the best teaching and learning 
experience possible, the AdZU Processing Systems through its teachers, guidance 
counselors, registrar, formators, infirmary, security and accounting officers 
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regularly collects student data as an integral part of its function. Such information 
are used to monitor students’ progress, improve instruction, provide basis for 
feedback, measure student performance and overall satisfaction, enhance the 
quality of school services, monitor mental health and behavioral changes, 
enhance the overall teaching and learning environment, inform students of their 
payables and others. Collection, use, retention, storage and disposition of student 
records shall be conducted in accordance with existing and applicable data 
processing flow using the prescribed forms used by each processing system. 

b) Secondary Purpose. Data/ information from stakeholders are also collected and 
used for: compliance to government and regulatory reportorial requirements 
such as to the Department of Education (DepEd), Commission on Higher 
Education (CHED), PAASCU, PEAC, etc.,  facilitation of administrative processes 
(clearance, investigation, etc.), evaluation of individual and organizational 
performance, assessment of suppliers’ and contractor’s performance, research 
purposes (numbers and statistics), provision of employee benefits and other 
similar purposes not directly related to teaching and learning. Employee Records 
are kept by the Human Resource and Development System which are collected in 
compliance with reportorial and administrative requirements of the Civil Service 
Commission, Labor Law, and related issuances as well as basis for its rank and 
promotion, evaluation, tenure, clearance, investigation, disciplinary measures 
and formation database system used to formulate formation-related programs 
given to its faculty, staff and students. 
 

3) Storage, Retention, Destruction and Disposition. Responsible persons shall ensure 
that personal data under their custody are protected against any accidental or unlawful 
destruction, altercation and disclosure against any unlawful processing. The AdZU Data 
Processing Systems shall implement appropriate security measures including but not 
limited to electronic back-up systems in storing and retrieving information as well as 
passwords at different levels of authorized access. The period of retention of data and the 
destruction/ disposition thereof shall be conducted in accordance with the particular 
AdZU System’s Record Disposal Schedule (see Annex F), and applicable provisions and 
rules under the National Archives of the Philippines, and related government issuances. 
 

4) Access. Due to the sensitive and confidential nature of the personal data under the 
custody of the custody of the school, only the stakeholders or their authorized 
representative and the authorized personnel of the school shall be allowed to access such 
personal data, for any purpose, except those contrary to law, public policy, public order 
or morals.   
 

5) Disclosure and Sharing. All employees and personnel of the AdZU shall maintain the 
confidentiality and secrecy of all personal data that come to their knowledge and 
possession, even after resignation, termination of contract, or other contractual relations 
as stated in the Non-disclosure agreement of the university (see Annex G).  Personal data 
under the custody of the company shall be disclosed only pursuant to a lawful purpose, 
and to authorized recipient of such data. Data and Information shared through all forms 
of media have to follow the media protocol of the University. (see Annex H).  Furthermore, 
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the consent of any student used for promotional purposes using various media should be 
secured before it can be released to the public. (See Annex I) 

 

H. Security Measures 
AdZU, through its duly designated personnel, are committed to implementing 

reasonable and appropriate physical, technical and organizational measures for the 
protection of personal data, including but not limited to security measures aimed at 
maintaining the availability, integrity and confidentiality of personal data and protect them 
against natural dangers such as accidental loss or destruction, and human dangers such as 
unlawful access, fraudulent misuse, unlawful destruction, alteration and contamination.  
 

1) Organization Security Measures  
a) Designation of Data Protection Officer/ Compliance Officer for Privacy/ Data 

Protection Management Team who shall be accountable for the organization’s 
compliance with the DPA, its IRR and any other government issued data privacy 
regulations and issuances, as well as the implementation of this manual.  

i. The Data Protection Officer has the responsibility to do the following: 
 Comply with the legal and regulatory requirements of the law; 
 Provide data protection support to various units and offices; 
 Coordinate with the various offices of the university in 

strengthening the organizational, physical and technical security 
measures; 

 Enforce data privacy and data governance policies of the 
university; 

 Advise the different units’ Compliance Officer for Privacy and its 
Data Protection Management Team in the implementation of data 
protection policies of the University. 

ii. Compliance Officer for Privacy (COP) and Data Protection Management 
Team (DPMT) of each unit have the responsibility to do the following: 

 Support the Data Protection Officer’s endeavors and initiatives; 
 Implement privacy policies and protocols; 
 Investigate, address, mitigate or resolve complaints, data 

protection gaps and recommend improvements in the system or 
sanctions against erring employees. 
 

b) Designation of PICs for each of the AdZU Data Processing Systems who shall be 
responsible for personal information under its control or custody, including 
information that have been transferred to a third party for processing, whether 
domestically or internationally, subject to cross-border arrangement and 
cooperation. 
 

c) Conduct of trainings or seminars for DPOs/ CPOs, DPMTs PICs and PIPs to keep 
them updated on developments in data privacy and security. AdZU will send for 
training and seminars all those directly involved in data governance whenever 
possible. 
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d) Conduct of Privacy Impact Assessment (PIA). The AdZU shall periodically conduct 

a Privacy Impact Assessment (PIA) relative to all activities, projects and systems 
involving the processing of personal data.  The PIA is conducted in AdZU to 
determine the following: 

i. AdZU processing system still adhere to the principles of transparency, 
legitimate purpose and proportionality; 

ii. Existing organizational, physical and technical security measures of 
AdZU are sufficient to safeguard it data processing systems; 

iii. The data processing systems still upholds the rights of data subjects; 
and 

iv. The aid needed for the PIC or PIP to address privacy risk by 
establishing a control network. 
 
The PIA shall be conducted by the DPO with the assistance of the 

DPMT of each unit.  The PIA shall include the following: 
 

 The process owners and the person in-charge of conducting the PIA 
should meet to identify resources needed, the scope of the PIA, the 
objectives and schedules, reporting of results and procedure for 
integrating the recommendations of the PIA into the control 
framework of the University. 

 
 There is no universal standard in the conduct of the PIA but the 

essential elements which it must contained are the following: 
o System Description – this contains the name of the system, a 

brief description of the system, the system’s overall purpose, 
what it aims to achieve and the benefits for the organization 
and data subjects. (See Annex J) 

o  Records of Processing Activity – is an internal record that 
contains the information of all personal data processing 
activities carried out. (see Annex K) 

o Data Mapping/Inventory – development of data flow, 
inventory and location maps for each separate data privacy 
cycle. This should be a formalized, repeatable process 
composed of: 

 identifying what personal information is collected, 
used, shared, stored and disposed; 

 classifying the highest level of data sensitivity (based 
on the data inventory) in each resource (data 
location); 

 identifying what is transferred across what 
international borders, if applicable, and 

 assigning a resource owner and custodian for each 
resource for governance purposes. (see Annex L) 
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o  Information Life Cycle – description of the data flow 
(collection – storage – use – transfer – delete) and a diagram of 
the dataflow.  The data life cycle, also called the information life 
cycle, refers to the entire period of time that data exists in your 
system. This life cycle encompasses all the stages that your data 
goes through, from first capture onward. (See Annex M) 

o Impact Assessment Process and Outcome – assessment of 
the probability of harm, producing a privacy risk map, review 
of existing controls and use of privacy by design principles, 
producing an over-all assessment table and signing off with 
DPO.  (See Annex N) 

 
e) Duty of Confidentiality. All employees with access to personal sensitive 

information shall be asked to sign a non-disclosure agreement, prohibiting them 
from disclosing any such data/ information to the public without proper 
approval. 
 

f) Other Duties and Responsibilities.  All employees of AdZU are duty bound to 
observe at all times the following: 

i. Follow all the organizational, physical and technical measures set by the 
university. 

ii. Maintain the integrity of the data by processing it according to the 
declared and specified purpose by which it was obtained and must not be 
contrary to law, morals and public policy. 

iii. Ensure that the rights of the data subjects are observed and consent is 
acquired whenever it is necessary. 

iv. Comply with the AdZU Privacy Management Program and Privacy Manual. 
 
g) Review of Privacy Manual. This Manual shall be reviewed and evaluated 

annually. Privacy and security policies and practices within the organization shall 
be updated to remain consistent with current data privacy best practices.  

 

2) Physical Security Measures  
The AdZU Processing Systems are committed to adopting physical measures intended to 

monitor and limit access to the facility containing the personal data, including the activities 
therein. Further, in order to ensure that mechanical destruction, tampering and alteration of 
personal data under the custody of the organization are protected from man-made disasters, 
power disturbances, external access, and other similar threats, the following safeguards are in 
place: 

a) Format of Data to be Collected.  Personal data to be collected in the custody of 
the school are in digital/electronic format and paper based/physical format. 
 

b) Data Storage. All personal data being processed by the school shall be kept in 
locked filing cabinets while the digital/electronic files are stored in computers 
provided and installed inside the offices.  Electronic data stored in the personal 
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laptops of the employees are subject under the Bring Your Own Device Policy of 
the school (See Annex O).  
 

c) Access Procedure of Personnel.  Only authorized personnel are allowed access 
to the office where the data is stored.  Other personnel may be granted access to 
the data upon clearance from the head of the concerned unit or office. 
 

d) Monitoring and Limitation of Access to Room or Facility.  All personnel 
authorized to enter and access the data room or facility of the school should fill-
out a logbook place at the entrance of the room.  They shall indicate the date, time, 
duration, and purpose of each access.  CCTV’s are also in place in key common 
areas of the University to document the presence and movements of people inside 
the campuses. Request for access and copies of CCTV recording are subject to the 
CCTV policy of the school. (See Annex P) 
 

e) Design of Office Space and Work Station.  The computers of the work stations 
where personal data are stored are positioned with considerable spaces between 
them to maintain privacy and protect the processing of personal data.   
 

f) Persons Involved in Processing and their Duties and Responsibilities.  All 
AdZU personnel involved in processing shall always maintain confidentiality and 
integrity of personal data.  To further ensure security of data held, AdZU 
personnel should observe the Clean Desk Policy of the school at all times (see 
Annex Q) 
 

g) Modes of Transfer of Personal Data Within the Organization, or Third 
Parties.  Transfer of personal data via electronic mail shall use a secure email 
facility provided by the school including any or all attachments.  Electronic mails 
sent thru the ADZU mail server contains a privacy and confidentiality statement, 
and are transferred using a secured connection (SSL/ TSL) email facility with 
encryption of the data, including any or all attachments. Another way to which 
data will be shared is upon request of the data subject or through her/his 
authorized agent or guardian and this is done through an authorization. Examples 
of this would be requests for copy of Transcript of Records, Diploma, clearance, 
certificate of employment, and other related documents which may be needed in 
order for the student or AdZU personnel to be accepted in other schools or offices. 
Facsimile technology shall not be used for transmitting documents containing 
personal data.  

 
The processing of any personal data by a Personal Information Processor (PIP) 
should be governed by a Data Sharing Agreement (see Annex R) to ensure that 
AdZU as the Personal Information Controller (PIC) regulates the particularities of 
data processing, its scope and purposes as well as the measures that has to be 
undertaken to ensure the protection of the data they will be handling.  

 



22 | Ateneo de Zamboanga University |  Data Privacy Management Program and Privacy Manual 

 

h) Retention and Disposal Procedure.  The school shall retain the personal data of 
a data subject following AdZU’s Retention Schedule.  Upon expiration of such 
period, physical and electronic copies of the personal data shall be destroyed and 
disposed using secure technology.  
 

i) Key Control Policy. This is a security measure to provide safety and security for 
all members of the Ateneo de Zamboanga University as well as ensure the 
protection of personal and university property through control of keys to 
university offices and buildings and other secure areas on campus. (see Annex S) 

 

3)  Technical Security Measures 
The AdZU Data Processing Systems are implementing best practices in data security, and set 

up appropriate and sufficient safeguards to secure the processing of personal data, particularly 
the computer network in place, including encryption and authentication processes that control 
and limit access. 

a) Monitoring for Security Breaches. The Network Operating System and firewalls 
are configured to detect and report certain events (like breaches or hacks). The 
firewalls will send alert messages when suspected (or actual) hacking occurs. In 
addition, (internet) traffic logs are periodically monitored and analyzed by our 
server admins.  
 

b) Security Features of the Software/s and Application/s Used.  The Center for 
Information Systems (CITS) review and evaluate software applications before the 
installation thereof in computer and devices of the school to ensure the 
compatibility of security features with overall operations.  Furthermore, the 
software and applications used by the university protect our users from known 
ransom wares, spy wares, worms, trojans, and others. A standard technology is 
also used for keeping an internet connection secure and safeguarding any 
sensitive data that is being sent between two systems, preventing criminals from 
reading and modifying any information transferred, including potential personal 
details.  Firewalls are generally configured to allow non-threatening traffic in and 
to keep dangerous traffic out. Hardware firewall with advanced malware 
protection, intrusion detection, content filtering and IP source address spoofing 
protection are also installed.  Most of our computer laboratories have software 
that gives the ability to recover from harmful or unwanted changes with a simple 
computer reboot. In essence, whatever is installed in a PC will be deleted once the 
PC is rebooted. 

 
c) Assessment and Review of Software Application.  The CITS is responsible for 

the assessment and acquisition of software applications needed by the University. 
In addition, the CITS is also responsible for their deployment. 

 
d) Encryption, Authentication Process, and Other Technical Security Measures 

that Control and Limit Access to Personal Data. Part of the security measure 
we employ is that any user needs to login to our server before access can be given 
to any data. The university’s internally developed systems use an AdZU-
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customized encryption algorithm and access to data are limited to the degree of 
their authorization.  

 
e) Process for Regularly Testing, Assessment and Evaluation of Effectiveness 

of Security Measures. CITS reviews security policies, conduct vulnerability 
assessments and perform penetration testing within the University as needed and 
on a regular basis. 

 
f) Data Recovery and Back-up Systems.  The University has an automatic back up 

system that automatically perform on a daily, weekly, and monthly basis. The 
backup data are stored in different secured locations. 
 

I. Breach and Security Incidents 

As part of on the commitment of ADZU in managing any personal data breach, the following 
procedures are to be followed to ensure that each and every complaint are attended and managed 
as well.  

1) Creation of a Data Protection Management Team.  Each major unit of AdZU (Grade 
School, Junior High School, Senior High School, College and Graduate School, Central 
Services) shall form a Data Protection Management Team of about five members who will 
be responsible for ensuring immediate action in the event of a data security incident or 
personal data breach. The team shall conduct an initial assessment of the incident or 
breach following the Privacy Breach Response Protocol of the University (see Annex P) 
to ascertain the nature and extent thereof.  The team shall execute measures to mitigate 
the adverse effects of the incident or breach.  
 

2) Measures to Prevent and Minimize Occurrence of Breach and Security Incidents.  
AdZU shall regularly conduct a Privacy Impact Assessment to identify risks in the 
processing system and monitor for security breaches and vulnerability scanning of 
computer networks.  AdZU personnel directly involved in the processing of personal data 
will attend trainings and seminars for capacity building.   
 

3) Procedure for Recovery and Restoration of Personal Data. AdZU maintains a backup 
file for all personal data under its custody.  In the event of a security incident or data 
breach, it shall always compare the backup with the affected file to determine the 
presence of any inconsistencies or alterations resulting from the incident or breach.   
 

4) Notification Protocol.  The COP of each unit’s data protection management team shall 
inform the DOP of the need to notify the NPC and the data subjects affected by the incident 
or breach within the period prescribed by law (see Annex S).   
 

5) Documentation and Reporting Procedure of Security Incidents or a Personal Data 
Breach. The Data Protection Management Team of ADZU shall prepare a detailed 
documentation of every incident or breach encountered.  The DOP will then send all 
documents and other reportorial requirements to NPC within the prescribed period. 
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J. Inquiries and Complaints  

As a matter of policy, the AdZU Data Processing Systems acknowledges the following rights 
of data subject in accordance with law: 

1) Right to reasonable access to his or her personal data being processed by the personal 
information controller or personal information processor. 
 

2) Right to dispute the inaccuracy or error in the personal data; 
 

3) Right to request the suspension, withdrawal, blocking, removal or destruction of personal 
data; and 
 

4) Right to complain and be indemnified for any damages sustained due to inaccurate, 
incomplete, outdated, false, unlawfully obtained or unauthorized use of personal data. 

 

K. Communication 
Feedback, inquiries, comments and complaints may be sent via email to the office of 

the Data Protection Officer at dpo@adzu.edu.ph or via telephone: (62) 9910871 local 2209 
or via correspondence: Data Protection Office, College Building, Ateneo de Zamboanga 
University, La Purisima St Zamboanga City.  
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Annex A. Data Privacy Act of 2012 

Republic of the Philippines 
Congress of the Philippines 
Metro Manila 
Fifteenth Congress 
Second Regular Session 
 

Begun and held in Metro Manila, on Monday, the twenty-fifth day of July, two thousand eleven. 

[REPUBLIC ACT NO. 10173] 

AN ACT PROTECTING INDIVIDUAL PERSONAL INFORMATION IN INFORMATION AND 
COMMUNICATIONS SYSTEMS IN THE GOVERNMENT AND THE PRIVATE SECTOR, CREATING 
FOR THIS PURPOSE A NATIONAL PRIVACY COMMISSION, AND FOR OTHER PURPOSES 

Be it enacted, by the Senate and House of Representatives of the Philippines in Congress assembled: 

CHAPTER I 

GENERAL PROVISIONS 

SECTION 1. Short Title. – This Act shall be known as the “Data Privacy Act of 2012”. 

SEC. 2. Declaration of Policy. – It is the policy of the State to protect the fundamental human right of 
privacy, of communication while ensuring free flow of information to promote innovation and 
growth. The State recognizes the vital role of information and communications technology in nation-
building and its inherent obligation to ensure that personal information in information and 
communications systems in the government and in the private sector are secured and protected. 

SEC. 3. Definition of Terms. – Whenever used in this Act, the following terms shall have the respective 
meanings hereafter set forth: 

(a) Commission shall refer to the National Privacy Commission created by virtue of this Act. 
(b) Consent of the data subject refers to any freely given, specific, informed indication of 

will, whereby the data subject agrees to the collection and processing of personal 
information about and/or relating to him or her. Consent shall be evidenced by written, 
electronic or recorded means. It may also be given on behalf of the data subject by an 
agent specifically authorized by the data subject to do so. 

(c)  Data subject refers to an individual whose personal information is processed. 
(d)  Direct marketing refers to communication by whatever means of any advertising or 

marketing material which is directed to particular individuals. 
(e) Filing system refers to any act of information relating to natural or juridical persons to 

the extent that, although the information is not processed by equipment operating 
automatically in response to instructions given for that purpose, the set is structured, 
either by reference to individuals or by reference to criteria relating to individuals, in 
such a way that specific information relating to a particular person is readily accessible. 

(f) Information and Communications System refers to a system for generating, sending, 
receiving, storing or otherwise processing electronic data messages or electronic 
documents and includes the computer system or other similar device by or which data 
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is recorded, transmitted or stored and any procedure related to the recording, 
transmission or storage of electronic data, electronic message, or electronic document. 

(g) Personal information refers to any information whether recorded in a material form or 
not, from which the identity of an individual is apparent or can be reasonably and 
directly ascertained by the entity holding the information, or when put together with 
other information would directly and certainly identify an individual. 

(h)  Personal information controller refers to a person or organization who controls the 
collection, holding, processing or use of personal information, including a person or 
organization who instructs another person or organization to collect, hold, process, use, 
transfer or disclose personal information on his or her behalf. The term excludes: 

(1) A person or organization who performs such functions as instructed by 
another person or organization; and 

(2) An individual who collects, holds, processes or uses personal information in 
connection with the individual’s personal, family or household affairs. 

(i) Personal information processor refers to any natural or juridical person qualified to act 
as such under this Act to whom a personal information controller may outsource the 
processing of personal data pertaining to a data subject. 

(j) Processing refers to any operation or any set of operations performed upon personal 
information including, but not limited to, the collection, recording, organization, storage, 
updating or modification, retrieval, consultation, use, consolidation, blocking, erasure or 
destruction of data. 

(k) Privileged information refers to any and all forms of data which under the Rules of Court 
and other pertinent laws constitute privileged communication. 

(l) Sensitive personal information refers to personal information: 
(1) About an individual’s race, ethnic origin, marital status, age, color, and 

religious, philosophical or political affiliations; 
(2) About an individual’s health, education, genetic or sexual life of a person, or 

to any proceeding for any offense committed or alleged to have been 
committed by such person, the disposal of such proceedings, or the sentence 
of any court in such proceedings; 

(3) Issued by government agencies peculiar to an individual which includes, but 
not limited to, social security numbers, previous or current health records, 
licenses or its denials, suspension or revocation, and tax returns; and 

(4) Specifically established by an executive order or an act of Congress to be kept 
classified. 

SEC. 4. Scope. – This Act applies to the processing of all types of personal information and to any 
natural and juridical person involved in personal information processing including those personal 
information controllers and processors who, although not found or established in the Philippines, 
use equipment that are located in the Philippines, or those who maintain an office, branch or agency 
in the Philippines subject to the immediately succeeding paragraph: Provided, That the requirements 
of Section 5 are complied with. 

This Act does not apply to the following: 

(a) Information about any individual who is or was an officer or employee of a government 
institution that relates to the position or functions of the individual, including: 
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(1) The fact that the individual is or was an officer or employee of the 
government institution; 

(2) The title, business address and office telephone number of the individual; 
(3) The classification, salary range and responsibilities of the position held by 

the individual; and 
(4) The name of the individual on a document prepared by the individual in the 

course of employment with the government; 
(b) Information about an individual who is or was performing service under contract for a 

government institution that relates to the services performed, including the terms of the 
contract, and the name of the individual given in the course of the performance of those 
services; 

(c) Information relating to any discretionary benefit of a financial nature such as the granting of 
a license or permit given by the government to an individual, including the name of the 
individual and the exact nature of the benefit; 

(d) Personal information processed for journalistic, artistic, literary or research purposes; 
(e)  Information necessary in order to carry out the functions of public authority which includes 

the processing of personal data for the performance by the independent, central monetary 
authority and law enforcement and regulatory agencies of their constitutionally and 
statutorily mandated functions. Nothing in this Act shall be construed as to have amended or 
repealed Republic Act No. 1405, otherwise known as the Secrecy of Bank Deposits Act; 
Republic Act No. 6426, otherwise known as the Foreign Currency Deposit Act; and Republic 
Act No. 9510, otherwise known as the Credit Information System Act (CISA); 

(f) Information necessary for banks and other financial institutions under the jurisdiction of the 
independent, central monetary authority or Bangko Sentral ng Pilipinas to comply with 
Republic Act No. 9510, and Republic Act No. 9160, as amended, otherwise known as the Anti-
Money Laundering Act and other applicable laws; and 

(g) Personal information originally collected from residents of foreign jurisdictions in 
accordance with the laws of those foreign jurisdictions, including any applicable data privacy 
laws, which is being processed in the Philippines. 

SEC. 5. Protection Afforded to Journalists and Their Sources. – Nothing in this Act shall be construed 
as to have amended or repealed the provisions of Republic Act No. 53, which affords the publishers, 
editors or duly accredited reporters of any newspaper, magazine or periodical of general circulation 
protection from being compelled to reveal the source of any news report or information appearing 
in said publication which was related in any confidence to such publisher, editor, or reporter. 

SEC. 6. Extraterritorial Application. – This Act applies to an act done or practice engaged in and 
outside of the Philippines by an entity if: 

(a) The act, practice or processing relates to personal information about a Philippine citizen or a 
resident; 

(b) The entity has a link with the Philippines, and the entity is processing personal information 
in the Philippines or even if the processing is outside the Philippines as long as it is about 
Philippine citizens or residents such as, but not limited to, the following: 

(1) A contract is entered in the Philippines; 
(2) A juridical entity unincorporated in the Philippines but has central management 

and control in the country; and 
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(3) An entity that has a branch, agency, office or subsidiary in the Philippines and the 
parent or affiliate of the Philippine entity has access to personal information; and 

(c) The entity has other links in the Philippines such as, but not limited to: 
(1) The entity carries on business in the Philippines; and 
(2) The personal information was collected or held by an entity in the Philippines. 

CHAPTER II 

THE NATIONAL PRIVACY COMMISSION 

SEC. 7. Functions of the National Privacy Commission. – To administer and implement the provisions 
of this Act, and to monitor and ensure compliance of the country with international standards set for 
data protection, there is hereby created an independent body to be known as the National Privacy 
Commission, winch shall have the following functions: 

(a) Ensure compliance of personal information controllers with the provisions of this Act; 
(b) Receive complaints, institute investigations, facilitate or enable settlement of complaints 

through the use of alternative dispute resolution processes, adjudicate, award indemnity on 
matters affecting any personal information, prepare reports on disposition of complaints and 
resolution of any investigation it initiates, and, in cases it deems appropriate, publicize any 
such report: Provided, That in resolving any complaint or investigation (except where 
amicable settlement is reached by the parties), the Commission shall act as a collegial body. 
For this purpose, the Commission may be given access to personal information that is subject 
of any complaint and to collect the information necessary to perform its functions under this 
Act; 

(c) Issue cease and desist orders, impose a temporary or permanent ban on the processing of 
personal information, upon finding that the processing will be detrimental to national 
security and public interest; 

(d) Compel or petition any entity, government agency or instrumentality to abide by its orders 
or take action on a matter affecting data privacy; 

(e) Monitor the compliance of other government agencies or instrumentalities on their security 
and technical measures and recommend the necessary action in order to meet minimum 
standards for protection of personal information pursuant to this Act; 

(f) Coordinate with other government agencies and the private sector on efforts to formulate 
and implement plans and policies to strengthen the protection of personal information in the 
country; 

(g) Publish on a regular basis a guide to all laws relating to data protection; 
(h) Publish a compilation of agency system of records and notices, including index and other 

finding aids; 
(i) Recommend to the Department of Justice (DOJ) the prosecution and imposition of penalties 

specified in Sections 25 to 29 of this Act; 
(j) Review, approve, reject or require modification of privacy codes voluntarily adhered to by 

personal information controllers: Provided, That the privacy codes shall adhere to the 
underlying data privacy principles embodied in this Act: Provided, further, that such privacy 
codes may include private dispute resolution mechanisms for complaints against any 
participating personal information controller. For this purpose, the Commission shall consult 
with relevant regulatory agencies in the formulation and administration of privacy codes 
applying the standards set out in this Act, with respect to the persons, entities, business 
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activities and business sectors that said regulatory bodies are authorized to principally 
regulate pursuant to the law: Provided, finally. That the Commission may review such privacy 
codes and require changes thereto for purposes of complying with this Act; 

(k) Provide assistance on matters relating to privacy or data protection at the request of a 
national or local agency, a private entity or any person; 

(l) Comment on the implication on data privacy of proposed national or local statutes, 
regulations or procedures, issue advisory opinions and interpret the provisions of this Act 
and other data privacy laws; 

(m) Propose legislation, amendments or modifications to Philippine laws on privacy or data 
protection as may be necessary; 

(n) Ensure proper and effective coordination with data privacy regulators in other countries and 
private accountability agents, participate in international and regional initiatives for data 
privacy protection; 

(o) Negotiate and contract with other data privacy authorities of other countries for cross-border 
application and implementation of respective privacy laws; 

(p) Assist Philippine companies doing business abroad to respond to foreign privacy or data 
protection laws and regulations; and 

(q) Perform such acts as may be necessary to facilitate cross-border enforcement of data privacy 
protection. 

SEC. 8. Confidentiality. – The Commission shall ensure at all times the confidentiality of any personal 
information that comes to its knowledge and possession. 

SEC. 9. Organizational Structure of the Commission. – The Commission shall be attached to the 
Department of Information and Communications Technology (DICT) and shall be headed by a Privacy 
Commissioner, who shall also act as Chairman of the Commission. The Privacy Commissioner shall 
be assisted by two (2) Deputy Privacy Commissioners, one to be responsible for Data Processing 
Systems and one to be responsible for Policies and Planning. The Privacy Commissioner and the two 
(2) Deputy Privacy Commissioners shall be appointed by the President of the Philippines for a term 
of three (3) years, and may be reappointed for another term of three (3) years. Vacancies in the 
Commission shall be filled in the same manner in which the original appointment was made. 

 The Privacy Commissioner must be at least thirty-five (35) years of age and of good moral 
character, unquestionable integrity and known probity, and a recognized expert in the field 
of information technology and data privacy. The Privacy Commissioner shall enjoy the 
benefits, privileges and emoluments equivalent to the rank of Secretary. 

 The Deputy Privacy Commissioners must be recognized experts in the field of information 
and communications technology and data privacy. They shall enjoy the benefits, privileges 
and emoluments equivalent to the rank of Undersecretary. 

 The Privacy Commissioner, the Deputy Commissioners, or any person acting on their behalf 
or under their direction, shall not be civilly liable for acts done in good faith in the 
performance of their duties. However, he or she shall be liable for willful or negligent acts 
done by him or her which are contrary to law, morals, public policy and good customs even if 
he or she acted under orders or instructions of superiors: Provided, That in case a lawsuit is 
filed against such official on the subject of the performance of his or her duties, where such 
performance is lawful, he or she shall be reimbursed by the Commission for reasonable costs 
of litigation. 
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SEC. 10. The Secretariat. – The Commission is hereby authorized to establish a Secretariat. Majority 
of the members of the Secretariat must have served for at least five (5) years in any agency of the 
government that is involved in the processing of personal information including, but not limited to, 
the following offices: Social Security System (SSS), Government Service Insurance System (GSIS), 
Land Transportation Office (LTO), Bureau of Internal Revenue (BIR), Philippine Health Insurance 
Corporation (PhilHealth), Commission on Elections (COMELEC), Department of Foreign Affairs 
(DFA), Department of Justice (DOJ), and Philippine Postal Corporation (Philpost). 

CHAPTER III 

PROCESSING OF PERSONAL INFORMATION 

SEC. 11. General Data Privacy Principles. – The processing of personal information shall be allowed, 
subject to compliance with the requirements of this Act and other laws allowing disclosure of 
information to the public and adherence to the principles of transparency, legitimate purpose and 
proportionality. 

Personal information must, be, 

(a) Collected for specified and legitimate purposes determined and declared before, or as soon 
as reasonably practicable after collection, and later processed in a way compatible with such 
declared, specified and legitimate purposes only; 

(b) Processed fairly and lawfully; 
(c) Accurate, relevant and, where necessary for purposes for which it is to be used the processing 

of personal information, kept up to date; inaccurate or incomplete data must be rectified, 
supplemented, destroyed or their further processing restricted; 

(d) Adequate and not excessive in relation to the purposes for which they are collected and 
processed; 

(e) Retained only for as long as necessary for the fulfillment of the purposes for which the data 
was obtained or for the establishment, exercise or defense of legal claims, or for legitimate 
business purposes, or as provided by law; and 

(f) Kept in a form which permits identification of data subjects for no longer than is necessary 
for the purposes for which the data were collected and processed: Provided, that personal 
information collected for other purposes may lie processed for historical, statistical or 
scientific purposes, and in cases laid down in law may be stored for longer periods: Provided, 
further, that adequate safeguards are guaranteed by said laws authorizing their processing. 

The personal information controller must ensure implementation of personal information 
processing principles set out herein. 

SEC. 12. Criteria for Lawful Processing of Personal Information. – The processing of personal 
information shall be permitted only if not otherwise prohibited by law, and when at least one of the 
following conditions exists: 

(a) The data subject has given his or her consent; 
(b) The processing of personal information is necessary and is related to the fulfillment of a 

contract with the data subject or in order to take steps at the request of the data subject prior 
to entering into a contract; 

(c) The processing is necessary for compliance with a legal obligation to which the personal 
information controller is subject; 
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(d) The processing is necessary to protect vitally important interests of the data subject, 
including life and health; 

(e) The processing is necessary in order to respond to national emergency, to comply with the 
requirements of public order and safety, or to fulfill functions of public authority which 
necessarily includes the processing of personal data for the fulfillment of its mandate; or 

(f) The processing is necessary for the purposes of the legitimate interests pursued by the 
personal information controller or by a third party or parties to whom the data is disclosed, 
except where such interests are overridden by fundamental rights and freedoms of the data 
subject which require protection under the Philippine Constitution. 

SEC. 13. Sensitive Personal Information and Privileged Information. – The processing of sensitive 
personal information and privileged information shall be prohibited, except in the following cases: 

(a) The data subject has given his or her consent, specific to the purpose prior to the processing, 
or in the case of privileged information, all parties to the exchange have given their consent 
prior to processing; 

(b) The processing of the same is provided for by existing laws and regulations: Provided, that 
such regulatory enactments guarantee the protection of the sensitive personal information 
and the privileged information: Provided, further, that the consent of the data subjects are 
not required by law or regulation permitting the processing of the sensitive personal 
information or the privileged information; 

(c) The processing is necessary to protect the life and health of the data subject or another 
person, and the data subject is not legally or physically able to express his or her consent 
prior to the processing; 

(d) The processing is necessary to achieve the lawful and noncommercial objectives of public 
organizations and their associations: Provided, that such processing is only confined and 
related to the bona fide members of these organizations or their associations: Provided, 
further, that the sensitive personal information are not transferred to third parties: Provided, 
finally, that consent of the data subject was obtained prior to processing; 

(e) The processing is necessary for purposes of medical treatment, is carried out by a medical 
practitioner or a medical treatment institution, and an adequate level of protection of 
personal information is ensured; or 

(f) The processing concerns such personal information as is necessary for the protection of 
lawful rights and interests of natural or legal persons in court proceedings, or the 
establishment, exercise or defense of legal claims, or when provided to government or public 
authority. 

SEC. 14. Subcontract of Personal Information. – A personal information controller may subcontract 
the processing of personal information: Provided, That the personal information controller shall be 
responsible for ensuring that proper safeguards are in place to ensure the confidentiality of the 
personal information processed, prevent its use for unauthorized purposes, and generally, comply 
with the requirements of this Act and other laws for processing of personal information. The personal 
information processor shall comply with all the requirements of this Act and other applicable laws. 

SEC. 15. Extension of Privileged Communication. – Personal information controllers may invoke the 
principle of privileged communication over privileged information that they lawfully control or 
process. Subject to existing laws and regulations, any evidence gathered on privileged information is 
inadmissible. 
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CHAPTER IV 

RIGHTS OF THE DATA SUBJECT 

SEC. 16. Rights of the Data Subject. – The data subject is entitled to: 

(a) Be informed whether personal information pertaining to him or her shall be, are being or have 
been processed; 

(b) Be furnished the information indicated hereunder before the entry of his or her personal 
information into the processing system of the personal information controller, or at the next 
practical opportunity: 

(1) Description of the personal information to be entered into the system; 
(2) Purposes for which they are being or are to be processed; 
(3) Scope and method of the personal information processing; 
(4) The recipients or classes of recipients to whom they are or may be disclosed; 
(5) Methods utilized for automated access, if the same is allowed by the data subject, and 

the extent to which such access is authorized; 
(6) The identity and contact details of the personal information controller or its 

representative; 
(7) The period for which the information will be stored; and 
(8) The existence of their rights, i.e., to access, correction, as well as the right to lodge a 

complaint before the Commission. 

Any information supplied or declaration made to the data subject on these matters shall not 
be amended without prior notification of data subject: Provided, That the notification under 
subsection (b) shall not apply should the personal information be needed pursuant to a subpoena or 
when the collection and processing are for obvious purposes, including when it is necessary for the 
performance of or in relation to a contract or service or when necessary or desirable in the context 
of an employer-employee relationship, between the collector and the data subject, or when the 
information is being collected and processed as a result of legal obligation; 

(c) Reasonable access to, upon demand, the following: 
(1) Contents of his or her personal information that were processed; 
(2) Sources from which personal information were obtained; 
(3) Names and addresses of recipients of the personal information; 
(4) Manner by which such data were processed; 
(5) Reasons for the disclosure of the personal information to recipients; 
(6) Information on automated processes where the data will or likely to be made as the 

sole basis for any decision significantly affecting or will affect the data subject; 
(7) Date when his or her personal information concerning the data subject were last 

accessed and modified; and 
(8) The designation, or name or identity and address of the personal information 

controller; 
(d) Dispute the inaccuracy or error in the personal information and have the personal information 

controller correct it immediately and accordingly, unless the request is vexatious or otherwise 
unreasonable. If the personal information has been corrected, the personal information 
controller shall ensure the accessibility of both the new and the retracted information and the 
simultaneous receipt of the new and the retracted information by recipients thereof: Provided, 
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That the third parties who have previously received such processed personal information shall 
he informed of its inaccuracy and its rectification upon reasonable request of the data subject; 

(e) Suspend, withdraw or order the blocking, removal or destruction of his or her personal 
information from the personal information controller’s filing system upon discovery and 
substantial proof that the personal information is incomplete, outdated, false, unlawfully 
obtained, used for unauthorized purposes or are no longer necessary for the purposes for which 
they were collected. In this case, the personal information controller may notify third parties who 
have previously received such processed personal information; and 

(f) Be indemnified for any damages sustained due to such inaccurate, incomplete, outdated, false, 
unlawfully obtained or unauthorized use of personal information. 

SEC. 17. Transmissibility of Rights of the Data Subject. – The lawful heirs and assigns of the data 
subject may invoke the rights of the data subject for, which he or she is an heir or assignee at any 
time after the death of the data subject or when the data subject is incapacitated or incapable of 
exercising the rights as enumerated in the immediately preceding section. 

SEC. 18. Right to Data Portability. – The data subject shall have the right, where personal information 
is processed by electronic means and in a structured and commonly used format, to obtain from the 
personal information controller a copy of data undergoing processing in an electronic or structured 
format, which is commonly used and allows for further use by the data subject. The Commission may 
specify the electronic format referred to above, as well as the technical standards, modalities and 
procedures for their transfer. 

SEC. 19. Non-Applicability. – The immediately preceding sections are not applicable if the processed 
personal information is used only for the needs of scientific and statistical research and, on the basis 
of such, no activities are carried out and no decisions are taken regarding the data subject: Provided, 
That the personal information shall be held under strict confidentiality and shall be used only for the 
declared purpose. Likewise, the immediately preceding sections are not applicable to processing of 
personal information gathered for the purpose of investigations in relation to any criminal, 
administrative or tax liabilities of a data subject. 

CHAPTER V 

SECURITY OF PERSONAL INFORMATION 

SEC. 20. Security of Personal Information. –  

(a) The personal information controller must implement reasonable and appropriate 
organizational, physical and technical measures intended for the protection of personal 
information against any accidental or unlawful destruction, alteration and disclosure, as well as 
against any other unlawful processing. 

(b) The personal information controller shall implement reasonable and appropriate measures to 
protect personal information against natural dangers such as accidental loss or destruction, and 
human dangers such as unlawful access, fraudulent misuse, unlawful destruction, alteration and 
contamination. 

(c) The determination of the appropriate level of security under this section must take into account 
the nature of the personal information to be protected, the risks represented by the processing, 
the size of the organization and complexity of its operations, current data privacy best practices 
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and the cost of security implementation. Subject to guidelines as the Commission may issue from 
time to time, the measures implemented must include: 

(1) Safeguards to protect its computer network against accidental, unlawful or 
unauthorized usage or interference with or hindering of their functioning or 
availability; 

(2) A security policy with respect to the processing of personal information; 
(3) A process for identifying and accessing reasonably foreseeable vulnerabilities in 

its computer networks, and for taking preventive, corrective and mitigating 
action against security incidents that can lead to a security breach; and 

(4) Regular monitoring for security breaches and a process for taking preventive, 
corrective and mitigating action against security incidents that can lead to a 
security breach. 

(d) The personal information controller must further ensure that third parties processing personal 
information on its behalf shall implement the security measures required by this provision. 

(e) The employees, agents or representatives of a personal information controller who are involved 
in the processing of personal information shall operate and hold personal information under 
strict confidentiality if the personal information are not intended for public disclosure. This 
obligation shall continue even after leaving the public service, transfer to another position or 
upon termination of employment or contractual relations. 

(f) The personal information controller shall promptly notify the Commission and affected data 
subjects when sensitive personal information or other information that may, under the 
circumstances, be used to enable identity fraud are reasonably believed to have been acquired 
by an unauthorized person, and the personal information controller or the Commission believes 
(bat such unauthorized acquisition is likely to give rise to a real risk of serious harm to any 
affected data subject. The notification shall at least describe the nature of the breach, the 
sensitive personal information possibly involved, and the measures taken by the entity to 
address the breach. Notification may be delayed only to the extent necessary to determine the 
scope of the breach, to prevent further disclosures, or to restore reasonable integrity to the 
information and communications system. 

(1) In evaluating if notification is unwarranted, the Commission may take into account 
compliance by the personal information controller with this section and existence of 
good faith in the acquisition of personal information. 

(2) The Commission may exempt a personal information controller from notification 
where, in its reasonable judgment, such notification would not be in the public 
interest or in the interests of the affected data subjects. 

(3) The Commission may authorize postponement of notification where it may hinder 
the progress of a criminal investigation related to a serious breach. 

CHAPTER VI 

ACCOUNTABILITY FOR TRANSFER OF PERSONAL INFORMATION 

SEC. 21. Principle of Accountability. – Each personal information controller is responsible for 
personal information under its control or custody, including information that have been transferred 
to a third party for processing, whether domestically or internationally, subject to cross-border 
arrangement and cooperation. 
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(a) The personal information controller is accountable for complying with the requirements of this 
Act and shall use contractual or other reasonable means to provide a comparable level of 
protection while the information are being processed by a third party. 

(b) The personal information controller shall designate an individual or individuals who are 
accountable for the organization’s compliance with this Act. The identity of the individual(s) so 
designated shall be made known to any data subject upon request. 

CHAPTER VII 

SECURITY OF SENSITIVE PERSONAL INFORMATION IN GOVERNMENT 

SEC. 22. Responsibility of Heads of Agencies. – All sensitive personal information maintained by the 
government, its agencies and instrumentalities shall be secured, as far as practicable, with the use of 
the most appropriate standard recognized by the information and communications technology 
industry, and as recommended by the Commission. The head of each government agency or 
instrumentality shall be responsible for complying with the security requirements mentioned herein 
while the Commission shall monitor the compliance and may recommend the necessary action in 
order to satisfy the minimum standards. 

SEC. 23. Requirements Relating to Access by Agency Personnel to Sensitive Personal Information. – 

(a) On-site and Online Access – Except as may be allowed through guidelines to be issued by the 
Commission, no employee of the government shall have access to sensitive personal information 
on government property or through online facilities unless the employee has received a security 
clearance from the head of the source agency. 

(b) Off-site Access – Unless otherwise provided in guidelines to be issued by the Commission, 
sensitive personal information maintained by an agency may not be transported or accessed from 
a location off government property unless a request for such transportation or access is 
submitted and approved by the head of the agency in accordance with the following guidelines: 
(1) Deadline for Approval or Disapproval – In the case of any request submitted to the head of an 

agency, such head of the agency shall approve or disapprove the request within two (2) 
business days after the date of submission of the request. In case there is no action by the 
head of the agency, then such request is considered disapproved; 

(2) Limitation to One thousand (1,000) Records – If a request is approved, the head of the agency 
shall limit the access to not more than one thousand (1,000) records at a time; and 

(3) Encryption – Any technology used to store, transport or access sensitive personal 
information for purposes of off-site access approved under this subsection shall be secured 
by the use of the most secure encryption standard recognized by the Commission. 

The requirements of this subsection shall be implemented not later than six (6) months after the date 
of the enactment of this Act. 

SEC. 24. Applicability to Government Contractors. – In entering into any contract that may involve 
accessing or requiring sensitive personal information from one thousand (1,000) or more 
individuals, an agency shall require a contractor and its employees to register their personal 
information processing system with the Commission in accordance with this Act and to comply with 
the other provisions of this Act including the immediately preceding section, in the same manner as 
agencies and government employees comply with such requirements. 
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CHAPTER VIII 

PENALTIES 

SEC. 25. Unauthorized Processing of Personal Information and Sensitive Personal Information. –  

(a) The unauthorized processing of personal information shall be penalized by imprisonment 
ranging from one (1) year to three (3) years and a fine of not less than Five hundred thousand 
pesos (Php500,000.00) but not more than Two million pesos (Php2,000,000.00) shall be imposed 
on persons who process personal information without the consent of the data subject, or without 
being authorized under this Act or any existing law. 

(b) The unauthorized processing of personal sensitive information shall be penalized by 
imprisonment ranging from three (3) years to six (6) years and a fine of not less than Five 
hundred thousand pesos (Php500,000.00) but not more than Four million pesos 
(Php4,000,000.00) shall be imposed on persons who process personal information without the 
consent of the data subject, or without being authorized under this Act or any existing law. 

SEC. 26. Accessing Personal Information and Sensitive Personal Information Due to Negligence. –  

(a) Accessing personal information due to negligence shall be penalized by imprisonment ranging 
from one (1) year to three (3) years and a fine of not less than Five hundred thousand pesos 
(Php500,000.00) but not more than Two million pesos (Php2,000,000.00) shall be imposed on 
persons who, due to negligence, provided access to personal information without being 
authorized under this Act or any existing law. 

(b) Accessing sensitive personal information due to negligence shall be penalized by imprisonment 
ranging from three (3) years to six (6) years and a fine of not less than Five hundred thousand 
pesos (Php500,000.00) but not more than Four million pesos (Php4,000,000.00) shall be 
imposed on persons who, due to negligence, provided access to personal information without 
being authorized under this Act or any existing law. 

SEC. 27. Improper Disposal of Personal Information and Sensitive Personal Information. –  

(a) The improper disposal of personal information shall be penalized by imprisonment ranging from 
six (6) months to two (2) years and a fine of not less than One hundred thousand pesos 
(Php100,000.00) but not more than Five hundred thousand pesos (Php500,000.00) shall be 
imposed on persons who knowingly or negligently dispose, discard or abandon the personal 
information of an individual in an area accessible to the public or has otherwise placed the 
personal information of an individual in its container for trash collection. 

(b) The improper disposal of sensitive personal information shall be penalized by imprisonment 
ranging from one (1) year to three (3) years and a fine of not less than One hundred thousand 
pesos (Php100,000.00) but not more than One million pesos (Php1,000,000.00) shall be imposed 
on persons who knowingly or negligently dispose, discard or abandon the personal information 
of an individual in an area accessible to the public or has otherwise placed the personal 
information of an individual in its container for trash collection. 

SEC. 28. Processing of Personal Information and Sensitive Personal Information for Unauthorized 
Purposes. – The processing of personal information for unauthorized purposes shall be penalized by 
imprisonment ranging from one (1) year and six (6) months to five (5) years and a fine of not less 
than Five hundred thousand pesos (Php500,000.00) but not more than One million pesos 
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(Php1,000,000.00) shall be imposed on persons processing personal information for purposes not 
authorized by the data subject, or otherwise authorized under this Act or under existing laws. 

The processing of sensitive personal information for unauthorized purposes shall be penalized by 
imprisonment ranging from two (2) years to seven (7) years and a fine of not less than Five hundred 
thousand pesos (Php500,000.00) but not more than Two million pesos (Php2,000,000.00) shall be 
imposed on persons processing sensitive personal information for purposes not authorized by the 
data subject, or otherwise authorized under this Act or under existing laws. 

SEC. 29. Unauthorized Access or Intentional Breach. – The penalty of imprisonment ranging from one 
(1) year to three (3) years and a fine of not less than Five hundred thousand pesos (Php500,000.00) 
but not more than Two million pesos (Php2,000,000.00) shall be imposed on persons who knowingly 
and unlawfully, or violating data confidentiality and security data systems, breaks in any way into 
any system where personal and sensitive personal information is stored. 

SEC. 30. Concealment of Security Breaches Involving Sensitive Personal Information. – The penalty 
of imprisonment of one (1) year and six (6) months to five (5) years and a fine of not less than Five 
hundred thousand pesos (Php500,000.00) but not more than One million pesos (Php1,000,000.00) 
shall be imposed on persons who, after having knowledge of a security breach and of the obligation 
to notify the Commission pursuant to Section 20(f), intentionally or by omission conceals the fact of 
such security breach. 

SEC. 31. Malicious Disclosure. – Any personal information controller or personal information 
processor or any of its officials, employees or agents, who, with malice or in bad faith, discloses 
unwarranted or false information relative to any personal information or personal sensitive 
information obtained by him or her, shall be subject to imprisonment ranging from one (1) year and 
six (6) months to five (5) years and a fine of not less than Five hundred thousand pesos 
(Php500,000.00) but not more than One million pesos (Php1,000,000.00). 

SEC. 32. Unauthorized Disclosure. –  

(a) Any personal information controller or personal information processor or any of its officials, 
employees or agents, who discloses to a third party personal information not covered by the 
immediately preceding section without the consent of the data subject, shall he subject to 
imprisonment ranging from one (1) year to three (3) years and a fine of not less than Five hundred 
thousand pesos (Php500,000.00) but not more than One million pesos (Php1,000,000.00). 

(b) Any personal information controller or personal information processor or any of its officials, 
employees or agents, who discloses to a third party sensitive personal information not covered by 
the immediately preceding section without the consent of the data subject, shall be subject to 
imprisonment ranging from three (3) years to five (5) years and a fine of not less than Five 
hundred thousand pesos (Php500,000.00) but not more than Two million pesos 
(Php2,000,000.00). 

SEC. 33. Combination or Series of Acts. – Any combination or series of acts as defined in Sections 25 
to 32 shall make the person subject to imprisonment ranging from three (3) years to six (6) years 
and a fine of not less than One million pesos (Php1,000,000.00) but not more than Five million pesos 
(Php5,000,000.00). 

SEC. 34. Extent of Liability. – If the offender is a corporation, partnership or any juridical person, the 
penalty shall be imposed upon the responsible officers, as the case may be, who participated in, or by 
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their gross negligence, allowed the commission of the crime. If the offender is a juridical person, the 
court may suspend or revoke any of its rights under this Act. If the offender is an alien, he or she shall, 
in addition to the penalties herein prescribed, be deported without further proceedings after serving 
the penalties prescribed. If the offender is a public official or employee and lie or she is found guilty 
of acts penalized under Sections 27 and 28 of this Act, he or she shall, in addition to the penalties 
prescribed herein, suffer perpetual or temporary absolute disqualification from office, as the case 
may be. 

SEC. 35. Large-Scale. – The maximum penalty in the scale of penalties respectively provided for the 
preceding offenses shall be imposed when the personal information of at least one hundred (100) 
persons is harmed, affected or involved as the result of the above mentioned actions. 

SEC. 36. Offense Committed by Public Officer. – When the offender or the person responsible for the 
offense is a public officer as defined in the Administrative Code of the Philippines in the exercise of 
his or her duties, an accessory penalty consisting in the disqualification to occupy public office for a 
term double the term of criminal penalty imposed shall he applied. 

SEC. 37. Restitution. – Restitution for any aggrieved party shall be governed by the provisions of the 
New Civil Code. 

CHAPTER IX 

MISCELLANEOUS PROVISIONS 

SEC. 38. Interpretation. – Any doubt in the interpretation of any provision of this Act shall be liberally 
interpreted in a manner mindful of the rights and interests of the individual about whom personal 
information is processed. 

SEC. 39. Implementing Rules and Regulations (IRR). – Within ninety (90) days from the effectivity of 
this Act, the Commission shall promulgate the rules and regulations to effectively implement the 
provisions of this Act. 

SEC. 40. Reports and Information. – The Commission shall annually report to the President and 
Congress on its activities in carrying out the provisions of this Act. The Commission shall undertake 
whatever efforts it may determine to be necessary or appropriate to inform and educate the public 
of data privacy, data protection and fair information rights and responsibilities. 

SEC. 41. Appropriations Clause. – The Commission shall be provided with an initial appropriation of 
Twenty million pesos (Php20,000,000.00) to be drawn from the national government. 
Appropriations for the succeeding years shall be included in the General Appropriations Act. It shall 
likewise receive Ten million pesos (Php10,000,000.00) per year for five (5) years upon 
implementation of this Act drawn from the national government. 

SEC. 42. Transitory Provision. – Existing industries, businesses and offices affected by the 
implementation of this Act shall be given one (1) year transitory period from the effectivity of the 
IRR or such other period as may be determined by the Commission, to comply with the requirements 
of this Act. 

In case that the DICT has not yet been created by the time the law takes full force and effect, the 
National Privacy Commission shall be attached to the Office of the President. 
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SEC. 43. Separability Clause. – If any provision or part hereof is held invalid or unconstitutional, the 
remainder of the law or the provision not otherwise affected shall remain valid and subsisting. 

SEC. 44. Repealing Clause. – The provision of Section 7 of Republic Act No. 9372, otherwise known as 
the “Human Security Act of 2007”, is hereby amended. Except as otherwise expressly provided in this 
Act, all other laws, decrees, executive orders, proclamations and administrative regulations or parts 
thereof inconsistent herewith are hereby repealed or modified accordingly. 

SEC. 45. Effectivity Clause. – This Act shall take effect fifteen (15) days after its publication in at least 
two (2) national newspapers of general circulation. 

 

Approved, 

(Sgd.) FELICIANO BELMONTE JR. Speaker of the House of Representatives  

(Sgd.) JUAN PONCE ENRILE President of the Senate This Act which is a consolidation of Senate Bill 
No. 2965 and House Bill No. 4115 was finally passed by the Senate and the House of Representatives 
on June 6, 2012. 

(Sgd.) MARILYN B. BARUA-YAP Secretary General House of Representatives  

(Sgd.) EMMA LIRIO-REYES Secretary of the Senate 

Approved: AUG 15 2012 

(Sgd.) BENIGNO S. AQUINO III President of the Philippines 
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Annex B. Privacy Consent Form 

 A consent form is needed to get the consent of the data subject as to how AdZU uses and 
protects the data it has collected.  Consent can be acquired either through electronic or physical 
means and should be clearly stated at the end of the data collection form used by any unit of the 
university. 

 The consent, as regard to their acceptance of the data processing policy of the school, should 
be added to the data collection form of the unit which can be stated as follows: 

For those within or above the legal age of consent: 

 I have read and understood the Data Privacy Policy of the Ateneo de Zamboanga University 
and hereby gives my consent to the processing of the data collected as stated in the aforementioned 
policy while upholding my rights under the Data Privacy Act of 2012.   

 

Signature over Printed Name: ___________________________             Date Signed: __________________ 

 

For those under the legal age of consent, the following should be added: 

 Please check the appropriate statement: 

 (  )  I am the parent of the student who is a minor (below 18 years old) 

 (  )  I am the guardian of the student who is a minor (below 18 years old) 

 

Printed Name of Child/Ward: ________________________________ 

 

Signature over Printed Name of Parent: ___________________________ Date Signed: ___________ 

Signature over Printed Name of Guardian: _________________________ Date Signed: ____________ 

Note:  A signed consent form by a Guardian would require a legal document such as a Court Order or 
Affidavit from Parent of the student.   

 

  

 

 

 

 

  



42 | Ateneo de Zamboanga University |  Data Privacy Management Program and Privacy Manual 

 

Annex C. Data Privacy Notice for Students, 
Alumni and Parents 

1. Introduction 

Buenas! 

Welcome to the Ateneo de Zamboanga University. As an educational institution, we are committed to 
ensure that your basic rights to data privacy are protected.  

This privacy notice tells you how we collect, use, disclose and transfer data obtained from you.  If you 
are the parent or guardian of an applicant or student who is a minor, please be informed that this 
policy refers to the personal data of the applicant or your child/ward. 

In compliance with the Data Privacy Act of 2012 (DPA), and the implementing rules and regulations 
set by the National Privacy Commission (NPC), the University ensures all who enter our campus that 
the data we collect is protected, but that at the same time, there is a free flow of information necessary 
in our operations.   

Data collected include information classified as personal information, sensitive personal information 
and privileged information, as stipulated in the DPA.  These are information that identify you which 
are protected by law and should be handled according to the policies stated herein.   

2. When and How we Create, Collect, Acquire, or Generate Information 

We collect, acquire or generate personal information in various forms such as written or electronic 
records, photographic and video images, and biometric information, through the following: 

a. Admission. When you apply for admission, we collect information such as name, email address, 
telephone number, and other contact details. We also collect data about personal circumstances 
such as family history, previous school attended, academic performance, disciplinary record, 
employment record, medical record, etc. 

b. Enrollment and Period of Residency.  After enrollment, we collect information about (1) academic 
or curricular undertakings, such as classes enrolled in, scholastic performance, attendance 
record, etc.; (2) co-curricular activities engagements, such as service learning, outreach 
programs, internship or apprenticeship; (3) extra-curricular activities, such as membership in 
student organizations, leadership positions, and participation and attendance in seminars, 
competitions, programs, outreach activities, and study tours; and (4) disciplinary case/s involved 
in, including accompanying sanctions.   
Other forms of data that may be acquired in the course of your stay in the University include 
pictures or videos of activities you participate in, via official documentation of such activities, or 
through recordings from closed-circuit security television cameras installed within the school 
premises. 

c. Unsolicited Information.  There might be instances wherein information about you will be 
received by us without your prior consent.  If such information is not relevant to our educational 
purpose, it shall be discarded.  If the information is relevant to pursue our legitimate educational 
interests, then they will be treated with utmost protection, according to the DPA. 
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3. How We Use Your Information 

We process the data collected to the extent that the law permits, in order to pursue our legitimate 
educational interests.  Thus, the data may be used for academic, administrative, research, historical 
and statistical purposes, specifically, to do the following: 

a) evaluate applications for admissions to the University; 
b) process confirmation of incoming or transfer students for enrollment; 
c) record, generate, and maintain student records of academic, co-curricular and extra-

curricular progress; 
d) record, store, and evaluate student work such as homework, seatwork, quizzes, long tests, 

exams, term papers, theses, research papers, reflection papers, essays and presentations; 
e) record, generate, and maintain records, whether manually, electronically, or other means, of 

class attendance and participation in curricular, co-curricular, and extra-curricular activities; 
f) establish and maintain student information systems; 
g) share grades between and among faculty members, and others with legitimate official need 

for academic deliberations and evaluation of student performance; 
h) process scholarship applications, grants, and other forms of financial assistance; 
i) investigate incidents that relate to student behavior and implement disciplinary measures; 
j) maintain directories and alumni records; 
k) provide services such as health, insurance, counseling, information technology, library, 

sports/recreation, transportation, parking, campus mobility, safety and security; 
l) manage and control access to campus facilities and equipment; 
m) communicate official school announcements; 
n) share marketing and promotional materials regarding school-related functions, events, 

projects and activities;  
o) compile and generate reports for statistical and research purposes; 
p) solicit participation in research and non-commercial surveys; 
q) share information with persons or institutions as stated in #4 of this policy. 

The processing of personal data for the abovementioned purposes is necessary for our operations as 
an educational institution and in fulfilling our contractual obligations with you and other institutions.  
We understand that the DPA imposes stricter rules for the processing of sensitive personal 
information and privileged information, and we are fully committed to complying with it.   

If we will require your consent for any specific use of personal data not mentioned above, we will 
collect it at the appropriate time and you may also withdraw this at any time, unless otherwise 
provided by law.  We will not use your personal data without your prior consent, to carry out any 
wholly automated decision-making process that affects you. 

4.  How We Share, Disclose, or Transfer Information 

To the extent permitted or required by law, we may also share, disclose, or transfer your personal 
data to other persons or organizations, in order to pursue our legitimate interests as an educational 
institution, including a variety of academic, administrative, research, historical, and statistical 
purposes.  Thus, we may share, disclose, or transfer your personal data, or specifically, do the 
following: 
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a. Post acceptance to the University, financial aid awards and merit scholarship grants, class 
lists, and class schedules online, in school bulletin boards and other places within the campus; 

b. Share personal data with parents, guardians or next of kin, as required by law, or on a need-
to-know-basis, as determined by the University, in order to promote best interests of parties 
concerned, or to protect their health, safety and security, or that of others; 

c. Disclose information with potential donors, funders or benefactors for purposes of 
scholarship, grants, and other forms of assistance; 

d. Publish scholar’s graduation brochure for distribution to donors, funders, or benefactors; 
e. Distribute the list of graduates and awardees during commencement exercises; 
f. Report and/or disclose information to the NPC or other government agencies or bodies when 

required by law; 
g. Share information with entities or organizations for accreditation and university ranking 

purposes; 
h. Supply information with entities or organizations for determining eligibility in sports or 

academic competitions, as well as other similar events; 
i. Comply with court orders, subpoenas and/or other legal obligations; 
j. Conduct internal research or surveys for purposes of institutional development; 
k. Publicize academic, co-curricular and extra-curricular achievements and success in school 

bulletin boards, website, social media site and publications; 
l. publish communications with journalistic content, such as news information in University 

publications, and social media sites. 
m. Market or advertise to promote the school, including its activities and events, through photos, 

videos, brochures, website posting, newspaper advertisements, physical and electronic 
bulletin boards, and other media; 

n. live-stream of University events; 

5. How We Store and Retain Your Information 

The data we have collected is stored in a variety of paper and electronic formats, including databases 
that are shared between the University and its different units or offices.  Access to the stored data is 
limited to authorized personnel who have a legitimate interest in it for the purpose of carrying out 
their contractual duties.  Please be assured that we shall use the collected data according to our 
legitimate purposes only.  

Unless otherwise provided by law, or by appropriate University policies, we will retain your personal 
data indefinitely for historical or statistical purposes.  Where a retention period is provided by law 
and/or a University policy, all affected records will be properly disposed of after such period. 

6. How you may Exercise your Rights with Respect to Your Personal Data 

You have rights as specified in the DPA and if you decide to exercise any of your rights, we will respect 
your decision, and deal with it in accordance with the law. 
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Should you have any concern or question regarding your rights, this Privacy Notice, or any matter 
involving the University and Data Privacy, you may contact the Data Protection Officer at  

 Address : Data Protection Office, Canisius-Gonzaga Hall 
Salvador campus, La Purisima Street 
7000 Zamboanga City, Philippines 

 Landline :  (62) 9910871 local 2209 
 Email  :  dpo@adzu.edu.ph 
 
If you are dissatisfied with the way your data is being handled, or if you suspect that there has been 
a breach in security involving your personal data, you may file a complaint or notify us at the 
addresses and contact number above. 

7. Date of Effectivity of the Privacy Policy 

This policy will take effect starting School Year 2018-19.  We may, from time to time, make changes 
to this Policy.  On such occasions, we will let you know through our website, and when permissible, 
other means of communication.  Any modification is effective immediately upon posting on the 
website. 

8. Other University Policies 

Other policies of the University, which are consistent with this one, will continue to apply.  If any 
provision of this Policy is found to be unenforceable or invalid by any court having competent 
jurisdiction, the invalidity of such provision will not affect the validity of the other provisions, which 
shall remain in full force and effect. 
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Annex D. Data Privacy Notice for Employees 

1. Introduction 

Buenas! 

Welcome to the Ateneo de Zamboanga University.  As an educational institution, we are dedicated to 
ensure that your basic rights for data privacy is protected, thus, this privacy notice tells you how we 
collect, use, disclose and transfer the data which we have obtained from you in relation to your 
engagement with the University. 

The Data Privacy Act of 2012 (DPA) stipulates that the University should comply with all the 
requirements of the law.  Thus, we aim to cooperate and comply with the implementing rules and 
regulations set by the National Privacy Commission (NPC) to ensure that the data we collect is 
protected while allowing the free flow of information necessary in our operations as a University.   

When we speak of data, it refers to information classified as personal information, sensitive personal 
information and privileged information in the DPA.  Basically, these are the information that will 
identify you and must be protected so that it will be handled according to the policies stated herein.   

2. Information We Collect, Acquire, and Generate 

In the conduct of our operations, we collect, acquire or generate your personal information in various 
forms such as written or electronic records, photographic and video images, and biometric 
information. The data include: 

1. Information you provide or we generate prior to your engagement.  When you apply for 
a job or position in the university or if we seek to engage you for a special service or work, 
we ask for your personal information through the Personal Data Sheet.   We also ask you 
to provide us with your resumé, transcript of records, and other details like professional 
license, if any.  Further, we generate information during the screening process including 
those from interviews conducted, results of the psychological tests, and those obtained 
from your indicated professional referees.  If you are already engaged in the university 
we may use the information already in our possession to process your transfer to another 
office/unit or application to another position. 

2. Information we collect or generate after issuance of an employment offer or the 
commencement of your engagement.  Once you accept the job offer or agree to the terms 
of the engagement offered we collect another set of information including but not limited 
to the following:  (a) ID pictures; (b) Police Clearance; (c) NBI Clearance; (d) SSS ID or E1 
form; (e) PSA birth certificate (applicant and dependents, if applicable); (f) marriage 
contract, if applicable; (g) BIR TIN ID or BIR Form 1902; (h) Phil Health Registration form 
or Phil Health ID; (i) PagIBIG Form or ID; (j) PagIBIG Change in Information form(MCIF); 
(k) Medical Certificate or Fit-to-Work Clearance; (l) Bank account details to facilitate 
processing of  compensation. 

3. Information we collect or generate during the course of your employment or engagement 
with the University.  During the course of your employment or engagement with the 
University we may also collect more information from you including but not limited to: 
(a) updates on civil status and dependents which may require marriage contract and birth 
certificates of dependents; (b) results of annual laboratory tests and updates of 
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medical/dental records; (c) data that may be used for loan applications for SSS, PagIBIG, 
or PERAA; (d) information that may be required for application for rank and promotion 
like documents for new graduate degrees acquired, seminars and trainings conducted 
and  attended, awards and recognitions, etc.;  (e) performance evaluation results;  (f) 
disciplinary cases; (g) promotions and appointments. 

There will also be times when we will acquire other forms of data like pictures or videos 
or activities you participate in, via official documentation of such activities, or through 
recordings from closed-circuit security television cameras installed within school 
premises. 

4. Unsolicited Information.  There may be instances wherein information related to you will 
be received by us even without your prior consent.  If such information is not relevant to 
our educational purpose, it shall be discarded.  If the information is relevant to pursue 
our legitimate educational interests, then they will be treated with the same degree as the 
information you have given us. 

Note:  If you supply us with personal data of other individuals for emergency purposes or as professional 
referees (names and contact information) we will request that you first obtain their consent through 
certification.  

3. How We Use Your Information 

We shall process the data we have collected to the extent that the law permits in order to pursue our 
legitimate educational interests.  The data can be used for academic, administrative, formation, 
research, historical and statistical purposes.  Thus, collected and generated data may be used for the 
following purposes: 

1. Identifying applicants and processing their respective applications; 
2. Assessing the suitability of applicants for certain positions; 
3. Verifying the information provided and submitted 
4. Checking background information 
5. Evaluating educational qualifications, trainings and work experience 
6. Determining physical and mental health of potential employee to ensure ability 

to perform essential functions of the job and protection of fellow workers and 
others in the community 

7. Identifying any medical assistance or reasonable accommodation an employee 
may require 

8. Administering remuneration and other financial benefits related to employment 
and retirement 

9. Administering human resource related processes including performance 
management and discipline issues 

10. Providing and facilitating university employee benefits; facilitating claims and 
remittances for government mandated benefits 

11. Supporting faculty and staff training and development, health, welfare, and safety 
12. Compiling statistics and conducting research for internal and statutory purposes 
13. Enabling HRADO in contacting significant others in emergency situations 
14. Enabling HRADO in inviting retired employees or former employees to special 

university events 
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15. Other similar or related tasks 

The processing of your personal data for the abovementioned purposes is necessary for our 
operations as an educational institution and the performance of our contractual obligations with you 
and other institutions.  We understand that the DPA imposes stricter rules for the processing of 
sensitive personal information and privileged information, and we are fully committed in complying 
with it.   

If we will require your consent for any specific use of personal data not mentioned above, we will 
collect it at the appropriate time and you can withdraw this at any time, unless otherwise provided 
by law.  Without your prior consent, we will not use your personal data to carry out any wholly 
automated decision-making process that affects you. 

4. How We Share, Disclose, or Transfer Your Information 

To the extent permitted or required by law, we may also share, disclose, or transfer your personal 
data to other persons or organizations, in order to pursue our legitimate interests as an educational 
institution, including a variety of academic, administrative, research, historical, and statistical 
purposes.  Thus, we may share, disclose, or transfer your personal data for purposes such as: 

1. Submission of information to government agencies such as Commission on Higher 
Education (CHED) and Department of Education (DEPED), Social Security System (SSS), 
Philippine Health Insurance Corporation, PagIBIG, and Bureau of Internal Revenue (BIR), 
for the provision of employment benefits mandated by law; 

2. Submission of information to Private Education Retirement Annuity Association (PERAA) 
for provision of retirement benefits and for application and claims of loans; 

3. Sharing of necessary information to contracted providers such as insurance companies, 
banks, and other similar organizations, in relation to any or all of your loan applications 
and insurance claims; 

4. Sharing of information with entities or organizations like Philippine Accrediting 
Association of Schools, Colleges and Universities (PAASCU) for accreditation purposes; 

5. Disclosure of your information to the Department of Labor (DOLE) for reportorial 
purposes; 

6. Other purposes when necessary and under circumstances permitted or required by law. 
 

5. How We Store and Retain Your Information 

The data we have collected is stored in a variety of paper and electronic formats, including databases 
that are shared between the University and its different units or offices.  Access to the stored data is 
limited to authorized personnel who have a legitimate interest in it for the purpose of carrying out 
their contractual duties.  Please be assured that we shall use the collected data according to our 
legitimate purposes only.  

Unless otherwise provided by law, or by appropriate University policies, we will retain your personal 
data indefinitely for historical or statistical purposes.  Where a retention period is provided by law 
and/or a University policy, all affected records will be securely disposed of after such period. 

6. Your Rights with Respect to Your Personal Data 
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You have rights as specified in the DPA and if you decide to exercise any of your rights, we will 
consider your action and address the same in accordance with the law. 

Should you have any concern or question regarding your rights, this Privacy Notice, or any matter 
involving the University and Data Privacy, you may contact the Data Protection Officer at  

 Email   :  dpo@adzu.edu.ph 
 Landline  : (62) 9910871 local 2209 
 Address  : Data Protection Office, Canisius-Gonzaga Hall 

  Salvador campus, La Purisima Street 
     7000 Zamboanga City, Philippines 
 

If you are not happy with the way your data is being handled or if you suspect that a security incident 
involving personal data has occurred, you may file a complaint or notify us at hrado@AdZU.edu.ph 
or HRADO, 1st floor, LRC Building, Ateneo de Zamboanga University, Telephone # pp10871 local 
1040-1042. 

7. Changing the Privacy Policy 

This policy will take effect starting School Year 2018-19.  We may, from time to time, make changes 
to this Policy.  On such occasions, we will let you know through our website, and when permissible, 
other means of communication.  Any modification is effective immediately upon posting on the 
website. 

8. Other University Policies 

Other policies of the University, which are not inconsistent with this one, will continue to apply.  If 
any provision of this Policy is found to be unenforceable or invalid by any court having competent 
jurisdiction, the invalidity of such provision will not affect the validity of the other provisions, which 
shall remain in full force and effect. 
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Annex E. Contact Form 

 

Name: ___________________________________________  Date(dd/mm/yyyy): _____________ 

Please check nature of concern:  

(  )  Complaint       (   )  Inquiry                     (   )  Others _________________________ 

Email Address: _________________________   Contact Number: ___________________________ 

Details 

(Attach additional pages if necessary) 

 

 
 
 

 

 

 

Personal Data Involved   ____________________________           Number of Persons Affected __________ 

Office/Unit/Center or Person/s Involved: _________________________________________________ 

INSTRUCTIONS 

1. Attach supporting documents, if necessary and/or available. Examples include: proof or 
evidence of incident or violation, authorization letter (if applicable), etc. 

2. Provide only complete, true, and correct information. The DPO shall dismiss or refuse to 
process inquiries/complaints/incident reports based false statements or inaccurate 
information. Incomplete submissions may also be set aside. 

3. A complainant must notify the DPO if he or she has filed or intends to file a similar complaint 
involving the same subject matter before another forum or body. 

PRIVACY NOTICE: Any or all personal data you provided will only be used to process your 
communication and other compatible purposes. This includes contacting you should there be need 
for clarifications or additional information. All collected data will be kept secure and confidential, 
unless otherwise authorized by law. They will be disposed of as soon as the purpose for their use has 
been achieved.  
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Annex F. Records Retention and Disposal Policy 

Introduction: 

 As an educational institution, the Ateneo de Zamboanga University keeps records that 
must be kept for specific periods of time in accordance to its institutional requirements and 
by the statutes set by the National Archives of the Philippines, the Data Privacy Act of 2012 
and other relevant laws of the land regarding the legal retention of documents in the 
Philippines.   

 The retention schedule set forth in the table below are the minimum period required 
by the University.  Upon completion of the retention date, the records are to be disposed 
according to the manner prescribed in this policy. 

Objectives: 

 In observing this policy, the University aims to achieve the following objectives: 

• Manage effectively the physical and electronic storage space 

• Meet the legal standards set by the laws of the country 

• Preserve the history of the school 

• Ensure that critical records are available in its operations 

• Lessen the cost of retention and the risk of data breach through proper disposal 

Definition of Terms: 

1) Active Record: An original University Record currently used by the unit or office of 
the University that generated it. Active Records remain active for varying numbers of years, 
depending on the purpose for which they were created and regulatory requirements. Active 
Records include records in all formats, including but not limited to: paper, digitized or 
scanned documents, electronic documents, and all other formats. 

2) Archival Record: An original University Record that has permanent or historic value, 
is inactive, and is not required to be retained in the office in which it originated or was 
received. Archival Records are retained and preserved indefinitely in the University Archives 

3) Archives – refers to the university records, papers, periodicals, books or other items, 
articles or materials, whether in the form of electronic, audiovisual or print, which by their 
nature and characteristics have enduring value, that have been selected for permanent 
preservation; this also applies to the place where archival records are kept and preserved.  

4) Ateneo de Zamboanga University – refers to Ateneo de Zamboanga University as a 
private educational institution. 
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5) Disposal – refers to the permanent destruction or deletion or physical or electronic 
documents.  

6) Disposal Schedule – refers to a listing of records by a unit showing the following: 

i. General classification of records held by the unit; 
ii. The period to remain in the unit or office; 
iii. Destruction or manner of disposal; 

7) Document – refers to forms, templates, records, lists, tables, reports, issuances, 
invoices, receipts or other documents that contain personal information of individuals. 
Examples are enrollment forms, class lists, request forms, approval forms, vouchers, etc. 

8) Inactive Records: An original University Record that is not an Active Record but still 
must be maintained pursuant to the Record Retention Table set forth below. Inactive 
University Records of historical significance are maintained by the University Archives 

9) Personal Information – refers to any information whether recorded in a material form 
or not, from which the identity of an individual is apparent or can be reasonably and directly 
ascertained, or when put together with other information would directly and certainly 
identify an individual. 

10) Public information is information that can be known to everyone, for example, 
because this information has been published in newspapers or is available on the internet. 

11) Records – refers to information that are maintained by a unit or office, whether in its 
original form or not, including documents containing personal information such as 
signatures, seals, texts, images, sounds, speeches, or data compiled, recorded, or stored, as 
the case may be: 

i. In written form on any material; 
ii. On film, negative, tape or other medium allowing its reproduction; or 
iii. By means of any recording device or process, computer or other electronic 

device or process. 

12) Records Disposal Schedule – refers to the scheme used to determine the records of a 
unit or office that must to be retained, including the period of retention and the manner of 
disposal. 

13) Retention - the time period records must be kept according to operational, legal, 
regulatory, and  fiscal  requirements. 

14) Units and Offices – refers to Ateneo de Zamboanga University’s academic units and 
administrative offices. 

15) University Archivist - coordinates with the units and offices of the university to 
appraise the records that they create in the course of their activities and to select those that 
need to be preserved for future use. 
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Responsibilities: 

The different units and offices of ADZU are responsible in ensuring that the records they hold 
be kept safe from destruction, theft, unauthorized access and use.  Each unit or office head is 
responsible for implementing this policy within his or her unit or office consistent with the 
procedures promulgated therein.  

It is important that only authorized staff may have access to the records and request for 
information contained in the records must comply with the Data Protection Management 
Program and policies of the university. 

Units and offices are to maintain a tracking system in order to monitor the movement of their 
respective records. In addition, thereto, access logs must be provided in order to keep track 
as to who had accessed their respective record storages and the purpose thereof. 

General Procedures 

Each unit or office head must: 

• Determine the appropriate format for University Records under their area of 
responsibility; 

• Implement the unit’s and/or office’s record management practices; 
• Preserve Inactive University Records of historic value, and transfer those 

records to the University Archives; 
• Ensure that access to confidential files and documents or electronic media that 

contain Personal Information is restricted in accordance with all University 
policies; 

• Record the date of transfer to the University Archives; and 
• Destroy Inactive University Records that have no archival value upon passage 

of the applicable retention period. 
 

When the prescribed retention period (see the Retention and Disposal Schedule) for 
University Records has passed, the unit or office head should ensure that the records are 
properly disposed of unless the records are of historic value to the University. The unit or 
office head should consult the University Archivist to designate those records that are 
archival. 

Paper Records 

Paper records containing only Public information should be recycled if possible, or otherwise 
disposed of appropriately. Paper records containing personal information that is Internal, 
Confidential, or Restricted Use information must be physically destroyed prior to recycling 
or disposal.   Once shredded, these documents should be recycled if possible, or otherwise 
disposed of appropriately. 
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Non-erasable Media (CD-ROMs, DVDs) 

Some media is intended for a single use, such as CD-ROMs and DVDs.  Once written, the 
information on these types of media cannot be easily removed.  If a piece of media of this 
type contains personal information that is considered Internal, Confidential, or Restricted 
Use information, the media should be physically destroyed when it is no longer needed.  
Many paper shredders today support physical destruction of this type of media.  If the unit 
or office deals with Internal, Confidential, or Restricted Use information on this type of 
media, you should ensure that an appropriate mechanism for physically destroying the 
media exists.   

Electronic Data 

When data is no longer required it must be disposed of in a way that prevents its continued 
use.   Reusable storage devices are intended to have a long service life and may be erased 
and rewritten continuously during their life.  Hard disk drives, USB storage devices, solid-
state memory cards, portable disk drives, floppy diskettes, and data storage tapes are all 
examples of media intended for reuse. 

Public information may be disposed of using the standard delete function provided by the 
operating system.  However, for most operating systems the delete function merely makes 
the data unavailable via the standard user interface but does not actually remove it from the 
storage device.  Data deleted in this fashion can be recovered with commonly available tools.  
For this reason, extra steps must be taken to ensure that Internal, Confidential, or Restricted 
Use data is properly destroyed. 
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Disposal Schedule 

Retention and Disposal of Data: UNIVERSITY INFIRMARY 

 

Type of Record Retention Period Manner of Disposal 
Student’s Health Examination 

Record 
Retain for 1 year after 

graduation Shredding 

Employees Health 
Examination Record 

Retain for 1 year after 
resignation, retirement or death Shredding 

Health Declaration form Retain for 1 month Shredding 

Jesuits Health Records Retain for 1 year after transfer 

Endorsed to the 
Provincial Health and 

Wellness or to the 
owner. 

 

Retention and Disposal of Data: COLLEGE REGISTRAR 

 

Type of Record Retention Period 
Manner of 
Disposal 

Student’s Academic Records (hard copy) Retain indefinitely  
Student’s Academic Records (digital) Archive in the server  

Unclaimed Diplomas Retain Indefinitely  
Unclaimed Requested Documents like TOR, 

Certifications, Enrollment Forms, etc. Retain for 2 years Shredding 

Enrollment Data Reports (hardcopy) Retain for 20 years Shredding 
Enrollment Data Report (digital) Archive in the server  

Student Master list and Grade sheets Retain Indefinitely  
Student Verification Certificates Retain for 1 year Shredding 

Faculty Loads Report Retain for 10 years Shredding 
Programs Government Recognition Certificates Retain indefinitely  

Graduation Souvenir Programs Retain indefinitely  
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Retention and Disposal of Data:  
HUMAN RESOURCE ADMINISTRATION AND DEVELOPMENT OFFICE 
 

 

 

Type of Record Retention Period Manner of Disposal 

Job Applications/CV Retain for 3 years then destroy Shredding 
Personnel File (201 file) – hard 

copies, appointments and 
contracts 

 
 
 
 
 

Personnel File – digital 

Retain for the duration of 
employment.  On retirement and 

resignation hold for 5 and 10 years, 
respectively, but retain service 

records and other important 
documents for finance/pension 

purposes. 
 

Archive indefinitely 

Shredding 

Daily Time Records (biometrics) 
Daily Time Records (RFID) 

Retain for 1 year 
Archive for another year 

Remove from system 

Overtime Records – digital 
Overtime Records – hard copy 

Retain for 1 year then archive 
Retain for 1 year then destroy 

 
Shredding 

Employee Leave Records –digital 
Vacation/Sick /Emergency/LOA Retain for 3 years Remove from system 

Job Descriptions - digital Retain indefinitely - Archive  
Employee Performance Evaluation 

– digital 
 
 

Employee Performance Evaluation 
– hard copies 

Retain for the duration of 
employment.  Archive for 5 years 
after resignation or retirement. 

Retain summary for 5 years then 
dispose 

Remove from system 
 
 
 
 

Shredding 

Attendance to Trainings 
Retain for 5 years then dispose 

 

Shredding 
Digital – remove 

from system 

Rank and Promo Results Summary 
 

Retain for the duration of 
employment 

Archive for 5 years after 
resignation or retirement 

Shredding 
Digital – remove 

from system 

Faculty and Staff Scholarship form 
and Authority to Deduct 

Retain for the duration of the 
scholarship.  Destroy 1 year after 

the scholarship. 
Shredding 

SSS R3 e-receipt with validation 
stamp 

SSS R3 form - digital 

Retain indefinitely 
 

Archive indefinitely 
 

Hospitalization Assistance form 

Retain hard copies for 3 years then 
destroy. 

Retain digital summary of annual 
assistance availed by employees. 

Shredding 
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Type of Record Retention Period Manner of Disposal 

PhilHealth acknowledgement 
e-receipt Retain indefinitely.  

PagIBIG Fund Premium & 
Loans 

(OR & Listing) 

Retain Indefinitely 
  

PERAA Fund Premium & 
Loans 

(OR & Listing) 

Retain Indefinitely 
 

 

Withholding Tax Report 
(1601-C) 

Monthly and Annual Report 

Retain 10 years 
 Shredding 

Wtax Income Tax Return 
(2316) 

 

Retain 3 years 
(Starting 2020 Digital Print 

out) 
Shredding 

Cash Advance - Online 
 

Retain 1 year Remove from system 

Payroll Register - 
ADZU/ALOHA 

 

Retain Indefinitely 
With Digital file/program 

 
 

Salary Sheet & Faculty Load 
per SY 

Retain Indefinitely 
  

Agency (ALOHA) actual 
payroll reports and statutory 

benefits reports 

Retain 3 years 
 Shredding 

Billing Statement of Loans 
(SSS/Pag-ibig/PERAA) 

 

Retain 3 years 
 

Shredding 

Bank Listing Report Retain 3 years Shredding 

SSS Maternity & Sickness 
Reimbursements 

Retain Indefinitely 
  

Faculty & staff Ranking 
Computation Report 

Retain Indefinitely 
  

Agency (ALOHA) Premium 
Reports 

 
Retain 3 years Shredding 

Payroll Misc. Files Retain 3 years Shredding 

Policies File Retain Indefinitely  

MA Ledgers 
Retain while employed.  

Destroy 1 year after 
resignation/retirement 

Shredding 
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Retention and Disposal of Data: COLLEGE ADMISSIONS AND AID OFFICE 

  

Type of Record Retention Period Manner of Disposal 
College Application Form – 

hard copies 
Retain for 6 years Shredding 

Encoded data from application 
form (not enrolled but applied 

for testing) 

Retain indefinitely/archive 
 
 

 
 
 

Encoded data from application 
form (enrolled) 

Retain indefinitely/archive 
Transferred to the College 

Registrar’s system 

College Entrance Test Results 
– individual hard copies 

 

Released to students as soon 
as processed. 

For unclaimed, retain for 6 
years 

 

 
 

Shredding 
 

College Entrance Test Results 
–digital 

 
College Entrance Test Results 

– master list (hard copy) 
 

 
 

Retain indefinitely/archive 
 

 

New students’ enrollment 
requirements 

 

Retain during enrollment 
period only 

Forwarded to the College 
Registrar’s Office 

College Scholarship 
Application 

Form with requirements 
 

Student Assistant Evaluation 
Form 

 
Pan Cada Dia stubs 

 
Request Letters of Scholars 

 
 
 

Retain for 5 years 

 
 
 

Shredding 
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Retention and Disposal of Data: UNIVERSITY SECURITY OFFICE 

 

  

Type of Record Retention Period Manner of Disposal 

CCTV Monitoring 30 days Remove from system 
Gate Pass Stickers 

Application form (Student) – Full Name/ 
Course/year, City address, /contact number/ 

Type /color of vehicle, plate number 
 
Application form (Faculty/Staff) – Full Name/ 
Unit/Office /City address/contact number/ 
Type /color of vehicle, plate number 

 
Application form (Drive Through/Parent) – 

Full Name/ Unit/Office /City address/contact 
number/ Type /color of vehicle, plate number 

 
Application form Concessionaires-Full 

Name/Unit/Office/City 
Address/Contact number/Type/color of 

vehicle, plate number 

Retain for 1 year 
Kept Steel cabinet, 

Archive for another 
year, then destroy 

Shredding 

201 Form for Security Guards/Applicants: 
Name, Middle Name, Last Name, Sex/gender, 
Religion, height, weight, civil status, Pictures, 
educational background, physical/learning 

disabilities 
Family background: Name of father, mother, 

their religion, age, occupation, 
Name of siblings, their age, occupation, 

school/company/Name of Spouse, name of 
children, age 

Retain for the duration 
of employment.  Upon 
resignation Retain for 
1 year, kept in metal 
cabinet then destroy 

 
 

Shredding 

Security Log books 
Retention period 2 
years, then destroy Shredding 

Written Security Reports 
Retention period 2 
years, then destroy 

Shredding 

Soft copy Security Reports 
Retention period 2 

years 
Remove from System 

Memorandums/Letters Request To and from 
other units/offices/agencies 

Retain for the period 2 
years Destroy 

Shredding 

Identification Cards 
deposited/Guest/client/concessionaires’ 

contractors, (unclaimed at the gates) 

Retain for 2 years, then 
destroy 

Shredding 
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Retention and Disposal of Data: COLLEGE GUIDANCE AND COUNSELLING OFFICE 
 

 
Type of Record Retention Period Manner of Disposal 

Student Information Form 
Hard copy: 

1st to 5th year enrolled students – 
Active and Inactive 

 
 
 
 

Graduate – SIF 
 
 

Soft copy: SIF – SY 2021-2022 
1st and 2nd year enrolled students 

Retain for 5 years until they 
graduate (CGCO stores and 

maintains SIF in a filing steel 
cabinet inside the Student’s 

Filing Room). 
 

Retention of students’ data is 
within the period of five (5) 

years after separation. 
 
 

Retain indefinitely for 
printing and archiving. 

Remove from storage 
(Steel Cabinet) and 

transfer to the Archives 
once they become 

inactive. 
 

Disposal of data may be 
conducted once the 
retention period has 

passed. 
 

Disposal shall be 
conducted through 

shredding. 
 

Student’s Individual Inventory 
Hard Copy: 

 
1. Entry Interview Packet 

2. Psychological Test Results 
3. Academic Probation Form 

4. Referral Slip 
5. Appointment Slip 

6. Exit Interview Questionnaire 

These materials will be 
retained within 5 years after 

separation. 

Disposal shall be 
conducted through 

shredding. 

Programs and Services Final Reports 
Hard copy: 

1. Student Group Guidance 
Program 

2. Peers’ Circle Program 
3. Career Guidance Program 

4. Job Fair Files 
5. Academic Resiliency 

Program 
6. Student Testing and 

Evaluation 
7. Internship Program        

(Undergrad/Graduate) 
 

Soft copy 
 

These are records which have 
historical, administrative, or 
research value to the office 

and which we intend to keep 
indefinitely. 

 
Retention of student’s 

program portfolio is within 
the period of five (5) years 
after retention period has 

passed. 
 

Retain digital copy 
indefinitely 

These 
materials may be 

destroyed at any time if 
they are no longer 

needed by the office 
holding. 

 
Disposal shall be 

conducted through 
shredding. 

 
Back-up data through 

Google drive 
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Counseling Session Notes 
Hard Copy 

 
 

Soft copy 

Retention of students’ data is 
within the period of five (5) 

years after separation. 
 

Retain digital copy 
indefinitely. 

 

Disposal shall be 
conducted through 

shredding. 
 
 

Back-up data through 
Google drive. 

Type of Record Retention Period Manner of Disposal 

Publication – Office Magazine 
Hard copy: 

GUIA 
 
 

Soft copy: 

Retention of students’ data is 
within the period of Five (5) 

years after separation 
 
 

Retain digital copy 
indefinitely 

This may be destroyed at 
any time if they are no 
longer needed by the 

office holding. 
 

Back-up data through 
Google drive 

Counselors and Staff Personal 
Portfolio (CV/Resume) 

Retain hard copies for the 
duration of employment and 
then update portfolio yearly. 

This may be destroyed at 
any time if they are no 
longer needed by the 

office holding. 
CGCO’s 201 File 

Performance Evaluation 
Job Description 

 

Retain hard copies for the 
duration of employment and 
then update portfolio yearly. 

This may be destroyed at 
any time if they are no 
longer needed by the 

office holding. 
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Retention and Disposal of Data: FINANCE OFFICE 

 

 
TYPE OF RECORD 

Retention Period Manner of Disposal 

A.BIR NEEDED FILES  ALL - by Shredding 
Audited Financial Statement 10 Except Permanent Files 

General Ledger 10  

Subsidiary Ledgers 10  

Journal Vouchers 10  

Cash/Check Disbursement Vouchers   

and Report with supporting documents 10  

BIR Returns 10  

B. EXTERNAL AUDITORS REPORT   

Audit Reports 10  

Consolidated Annual Audit Report 10  

C. EXPENDITURES RECORDS   

- Cash Book 2  

- Statement of Account 2  

-Subsidiary Records 2  

D. CASH AND BANK TRANSACTIONS   

-Deposit Slip with Cash Report 2  

-Cancelled Checks 1  

- Operating Budget/Plans 2  

-  Bank Statements w/ Deposit Slips 2  

- Monthly Bank Reconciliation Report 2  

- Daily Cash Position Report with   

Daily Recon and Cashier Daily Report 2  

-Tellers Remittance Report 2  

-Tellers' O.R. 2  

- Paid Checks/deposit slips and Bank 
Statement 

2  

-Unclaimed dishonored checks 1  

E.  BUDGET   

Liquidation Report 2  
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F. STUDENT ACCOUNT SECTION   

SAS Debit / Credit Memo 2  

SAS -Other Charges/Scholarships 2  

Promissory Notes 2yrs. from date fully paid 
G. OTHERS   

SPA/Letter of Authority 1  

Project Records 1 year from end of project 
Contracts 1 year from end of contract 

Policy /Guidelines Manuals Until revised  

Memos Until superseded  

Overtime file 1  

H. GOVERNMENT REPORTS Permanent  

I. ACCOUNTABLE FINANCIAL DOCUMENTS   

- Assets and Equipment 5  

- Lot Titles Permanent (with scanned FILES) 
- Stock Certificates Permanent  

J. DOCUMENTS / TRANSACTIONS WITH 
ISSUE 

Until settlement of issue/s 
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Annex G. Non-Disclosure Undertaking 

I acknowledge that in the course of performing services for the Ateneo de Zamboanga University, I 
will obtain/have obtained knowledge of the Employer’s operations, processes, software, know-how, 
trade secrets, formulas, methods, models, improvements, disclosures, names, personal data and 
positions of students and employees, and/or other proprietary and/or confidential information 
(collectively the Confidential Information). 

I agree to keep the information secret and confidential and not to publish, disclose or divulge to any 
other party. I also agree not to use any of the Confidential Information for my own benefit or to the 
detriment of the University without the prior written consent, whether or not such Confidential 
Information was discovered or developed by me. I also agree not to divulge, publish or use any 
proprietary and/or confidential information of others that the University is obligated to maintain in 
confidence. 

 

______________________________________             __________________________ 

Printed Name of Employee and Signature             Date 

 

 

Witnessed by:  

______________________________________             ________________________ 

Printed Name and Signature              Date 

 

 

______________________________________             ________________________ 

Printed Name and Signature              Date 
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Annex H. AdZU Social Media Protocol 

"Since the truly human is found only in relationships with others that include attitudes of respect, 
love, and service, Jesuit education stresses - and assists in developing - the role of each individual as 
a member of the human community. Students, teachers, and all members of the educational 
community are encouraged to build solidarity with others that transcend race, culture, or religion. In 
a Jesuit school, good manners are expected; the atmosphere is one in which all can live and work 
together in understanding and love, with respect for all men and women as children of God" (The 
Characteristics of Jesuit Education no. 33). 

Communication is a great gift from God (Social Media Protocol: Perspectives and Guidelines, 
Philippine Province of the Society of Jesus). It builds communities and drives organizations forward 
as a solid unit. Nonetheless, effective communication can be challenging, especially with all the noise 
and distractions that may mar the message's true meaning. 

Communication is the process of creating a shared meaning among people. Its simplest form is 
transmitting a message from a source to a receiver (Baran, 2012). In this context, communication is 
sending a message through social media, traditional media, or press conferences, whether in text, 
picture, audio, or video format. For genuine communication to occur, both the sender and the 
receiver of the message must share its exact meaning. 

At Ateneo de Zamboanga University, administrators, faculty members, staff, and students 
communicate with each other and the various stakeholders whether in or outside the classroom. 
Furthermore, due to its prominence as a leading academic institution in the region, AdZU community 
members are often interviewed and invited to media guesting. 

The AdZU Media Protocol serves as acceptable standards in utilizing social and traditional media as 
avenues to support the University's vision of society and community and mission in the service of 
God and the Country. It does not aim to curtail freedom of speech but rather reminds all to use this 
freedom accompanied with consciousness or sensitivity and responsibility or accountability. 

The University recognizes traditional media and social media as powerful and efficacious 
communication tools in carrying out its mission of education, peace-building, and sustainable 
development in Mindanao. It strives to establish a sound and favorable image or a positive 
prominence through the media industry and social media landscape.  

I. SCOPE 

The Media Protocol is a set of guiding principles on how school personnel (i.e., administrators, 
faculty, and staff) and students (i.e., Grade School, Junior High School, Senior High School, College, 
Graduate, Law, and Medicine) of Ateneo de Zamboanga University use social media and conduct 
themselves on radio, tv, print media engagements, and press conferences. This set of principles 
ensures that messaging and content published through social or digital media, traditional media, and 
press conferences are consistent with AdZU's brand of quality education and reflect Ignatian values. 

Violation of this protocol will be sanctioned following the approved Code of Conduct for both 
employees and students as stated in the AdZU Administrative Manual for employees and the AdZU 
Student Handbook. 
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II. DEFINITION OF TERMS 

This section provides a list of terms used in this protocol. Some listed terms below follow the 
definition as stated in DepEd Order no. 40 or the DepEd Child Protection Policy, House Bill 5021 or 
the Social Media Regulation Act of 2017, Republic Act 11313 or the Safe Spaces Act, the Social Media 
Protocol: Perspectives and Guidelines of the Philippine Province of the Society of Jesus, the Ateneo 
de Zamboanga University Administrative Manual, and University Vision and Mission. 

The AdZU Media Protocol refers to Communication as all types of ideas, expression, presentation, 
speech, or writing through technology-- computers, mobile phones, other digital devices, radio, 
television, other broadcasting channels, and print media. The act of communicating includes, but are 
not limited to texting, chatting, sending of emails, posting or engaging on social media, airing of live 
videos on social media, doing podcasts, video conferencing, appearing on television, speaking at press 
conferences, writing news briefs and press releases, doing radio guesting, giving interviews, and 
other media appearances.  

These terms, as defined, shall be the basis for a common vocabulary in the protocol. 

1. Digital Communication- the electronic transmission of information that has been encoded 
digitally (as for storage and processing by computers and other similar devices). 

2. Digital Footprint- the data about a particular person that exists on the internet due to online 
activity. 

3. Digital Media- media encoded in a machine-readable format- can be created, viewed, distributed, 
modified, and preserved on digital electronic devices; it may also be used as synonymous with 
the term "new media." 

4. Disinformation- false information deliberately and often covertly spread (as by the planting of 
rumors) to influence public opinion or obscure the truth. 

5. Gender-based online sexual harassment- conduct targeted at a particular person that causes or 
is likely to cause mental, or emotional, or psychological distress, and fear of personal safety, 
sexual harassment acts including unwanted sexual remarks and comments, threats, uploading or 
sharing of one's photos without consent, video, and audio recordings, cyberstalking, and online 
identity theft. 

6. Ignatian Values- the values espoused by St Ignatius of Loyola, which all are expected to embrace 
and live out as members of a Jesuit University community. 

a. Animo - the passion for working and the love and joy it gives. 
b. Companionship - the desire to be in the community. 
c. Cura Personalis - the care and respect for the person. 
d. Discernment - sensitivity to God, spirituality, and change. 
e. Magis - the spirit of generosity and commitment to excellence. 
f. Social Involvement - the commitment to being men and women with and for others, 

especially the poor. 
7. Minors and Vulnerable Adults- any person below eighteen (18) years of age or those over but are 

unable to fully take care of themselves or protect themselves from abuse, neglect, cruelty, 
exploitation, or discrimination because of a physical or mental disability or condition. 

8. Misinformation- incorrect or misleading information. 
9. Professional Conduct- the strict adherence to conventions espoused by the University when 

dealing with others within the context of work. This standard is characterized by a high level of 
excellence, respect, and honesty in one's ways as a member of the community. 
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10. School Personnel- persons, singly or collectively, working in the University. They are classified as 
follows: 

a. Administrator- employees holding chief positions in the University (e.g., University 
President, Vice-Presidents, Deans, Department Chairs, Principals, Directors) and are 
involved in policy formulation and implementation. 

b. Faculty- school personnel formally engaged in actual teaching service, either full-time or 
part-time and under permanent or contractual status. 

c. Staff- school personnel (academic or non-academic) who work in the offices to ensure the 
smooth flow of University operations or those engaged in the formation of students, 
either full-time or part-time basis and under permanent or contractual status. 

11. Social media- any electronic medium that allows interaction among people. A platform in which 
they create, share, or exchange information, opinion, and ideas, including, but not limited to, 
uploading or downloading videos, still photographs, blogs, video blogs, podcasts, instant 
messages, electronic mail, or internet website profiles or locations. 

12. Stalking- or in this context, "Cyberstalking" is conduct directed at a person involving the repeated 
visual proximity, non-consensual communication, or a combination thereof that cause or will 
likely cause a person to fear for one's safety or the safety of others, or to suffer emotional distress. 

13. Students- individuals who are officially enrolled in the current school year at any level (i.e., Basic, 
Higher, or Professional Education). 

14. Traditional Media- radio, television, print, or any form of mass communication available before 
the advent of digital media. 

III. RATIONALE 

The Ateneo de Zamboanga University is committed to the mission of intercultural dialogue and vision 
of active citizenship inspired by the love of God and country—pro Deo et patria. Guided by the core 
values of Animo, Companionship, Cura Personalis, Discernment, Magis, and Social Involvement, the 
University seeks to fortify the sense of community among its members by being thoughtful and 
deliberate in using traditional and digital communication technologies and applying the general 
Ignatian principles of edification, professionalism, and accountability (Social Media Protocol: 
Perspectives and Guidelines, Philippine Province of the Society of Jesus). 

A. Professionalism 

In its mission of educating and forming leaders and journeying with the youth, all 
University school personnel must always strive to be role models for the faithful and the 
Church's youth by maintaining a certain level of objectivity and professionalism and 
properly conducting oneself whenever engaging on social media, print, television, radio, 
or other media gatherings. Professional conduct is expected of all AdZU employees. All 
are expected to maintain relationships responsibly and professionally among themselves 
and with the University's clients and stakeholders (AdZU Administrative Manual). 
Moreover, all must foster respect from community members by setting the appropriate 
boundaries in all communications (Social Media Protocol: Perspectives and Guidelines, 
Philippine Province of the Society of Jesus). 

On the other hand, students are expected to conduct themselves following the required 
standard of propriety and decency practices in a civilized society (e.g., avoiding gross 
disrespect to a teacher, other University personnel, and fellow students or refraining 
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from intentionally making false statements or connecting fraudulent act or deception in 
anything that has to do with the University) and avoid misuse or abuse of Information 
Technology resources (AdZU College Handbook). 

B. Responsibility and Accountability 

AdZU's Ignatian values and principles call for due diligence and sound judgment in 
conducting oneself on social and traditional media. All must work to foster goodwill and 
reflect well on the individual and the school. 

Therefore, all university personnel and students are responsible for their published 
content and can be held accountable for them. Furthermore, they may appear on 
television or radio as guests, do newspaper interviews, or other similar events, but should 
always endeavor to publish content or be in a manner that reflects Ignatian values (Social 
Media Protocol: Perspectives and Guidelines, Philippine Province of the Society of Jesus). 

C. Edification 

Edification can be defined as a spiritual, moral, or intellectual refinement. To edify 
someone means building up another person through encouragement and instruction, 
especially in a moral, emotional, or spiritual sense. 

In this context, all must keep in mind that as members of the Ateneo community, all “represent” their 
unit, organization, even the University. Therefore, when communicating, all must aspire to speak or 
write in a manner that supplies moral uplift and guidance and constantly reflect, consider, and feel 
in goodness to provoke intellectual or spiritual improvement. 

IV. PRINCIPLES 

The Ateneo promotes a nurturing and learning environment that facilitates the holistic development 
of employees and students. The University envisages the embodiment of Ignatian values and social 
capacities that enable all to relate to society effectively. 

In keeping with the school motto "Pro Deo et Patria" and its role as a Jesuit mission partner, all 
University personnel and students shall promote the "greater glory of God" and the common good. 

Therefore, whether public or private, all forms of communications must strive to echo AdZU core 
values and always edify fellow men and women. 

 AdZU's message, published or broadcasted, whether in traditional or digital media, must manifest 
the spiritual legacy of St Ignatius and his emphasis on discreta caritas or "discerned love" (Social 
Media Protocol: Perspectives and Guidelines, Philippine Province of the Society of Jesus).  

In communicating, members of the Ateneo de Zamboanga University community must exercise 
discreta caritas summarized in the acronym THINK: 

T = TRUE.  Be on the side of truth. All messages must be TRUE to the best of one's 
knowledge. 

H = HELPFUL. Build up other people and the Body of Christ. Bear in mind that every 
message can build or harm. 
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I = INSPIRING. Human communication is not merely cerebral. All human messages 
have an affective component to them. Be aware of one's messages' affective 
component and their effects on the receiver. 

N = NECESSARY. Some messages are better left unsaid or unsent. Be conscious that 
media makes communication convenient and extensive that a knee-jerk reaction is 
fostered, often giving rise to neither helpful nor harmful communication.  

K = KIND. Since charity is the norm of all Christian behavior (Jn. 13: 35/ Mt. 11:29), 
one's messages must always be kind or do not have the potential to harm. 

V. SOCIAL MEDIA 

Social media has changed how community members interact and engage in social activities. Members 
of the AdZU community may engage in social media. However, all must remember that online 
communications can be logged, archived, and forwarded; IP addresses can be tracked; blogs, forum 
posts, and comments are often not protected by privacy settings and are visible to the public (Social 
Media Protocol: Perspectives and Guidelines, Philippine Province of the Society of Jesus). All these 
online activities, whether done in public or private, leave a set of digital footprints that can be 
perpetual and may be accessed by the public. Moreover, all are cautioned in posting personal 
information online. Regardless of one's privacy settings, assume that all information is public 
information. 

All are urged to maintain a healthy and positive social media engagement through the following 
guidelines: 

A. Edification 

All members of the AdZU community shall refrain from: 

1. Posting or promoting hate speech, cyberbullying, or messages that are threatening, 
obscene, violent, abusive, or otherwise offensive to others' sensitivities. 

2. Posting or promoting gender-based online sexual harassment acts that cause or will 
likely cause mental, emotional, or psychological distress and fear of personal safety, 
(e.g., unwanted sexual remarks and comments, threats, and recording, uploading, or 
sharing of one's photos, video, and audio recordings without consent) (See Republic 
Act 11313 or the Safe Spaces Act). 

3. Promoting or committing the act of cyberstalking or any similar acts that cause or will 
likely cause a person to fear for one's safety or the safety of others or to suffer 
emotional distress (See Republic Act 11313 or the Safe Spaces Act). 

4. Posting or promoting fake news or sharing unverified content that may lead to 
misinformation or disinformation. 

5. Posting or promoting deceiving, defamatory, derogatory, or inflammatory content 
(e.g., bashing, ranting, shaming, or shading) that may damage the University's or 
community members' reputation. 

6. Posting or promoting discrimination based on religion, ethnicity, age, gender, 
political views, or sexual orientation. 

7. Using University logo/school seal or bringing the name of AdZU to promote self-
interest or personal gain (e.g., solicitations, fundraisers, gaining support or followers, 
or favors) without proper university authorization. 
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8. Using foul language and other unbecoming remarks in public or private conversations 
with others that would diminish the respect due to their position or offend the 
sensibilities of others (AdZU Administrative Manual). 
 

B. Professionalism 

All members of the AdZU community must: 

1. Respect the privacy of offline or personal conversations and not post them online. 
2. Positively engage in conversations or healthy debates by providing worthy 

information and perspective. Remember that every comment or post may reflect on 
the image of the University. 

3. Refrain from online altercations with other members of the Ateneo community. 
Remember that behind the message or the post is another human being. 

4. Promote professionalism by identifying self and using real identities in all digital 
communications or conducting oneself online (see Social Media Protocol: 
Perspectives and Guidelines, Philippine Province of the Society of Jesus). 

5. Exercise prudence when posting personal views and opinions about politics, social 
issues, university policies, and other topics of similar nature. 

6. Take special care when communicating with minors, vulnerable adults, and 
marginalized members of society (see Social Media Protocol: Perspectives and 
Guidelines, Philippine Province of the Society of Jesus). 

9. Observe Data Privacy. Avoid sharing or posting personal information of 
administrators, colleagues, faculty, staff, or students online (see Republic Act 10173 
or The Data Privacy Act of 2012). 

10. Guard the image of the University at all times. Confidential information about the 
University should never be posted on social media. Discussing personal views on 
university policies on social media are strongly discouraged. Doing so opens them up 
for public discussion and may subject AdZU or its community members to attack, 
defamatory comments, and damage to reputation. 
 

C. Responsibility and Accountability 

All members of the Ateneo de Zamboanga University community are expected to: 

1. Adhere to discussing only those within one's area of responsibility when asked to 
address matters that concern the University. 

2. Respect intellectual property rights. Use copyrighted photographs, videos, or 
graphics with written permission and avoid pirated materials and unlicensed 
software (see RA 8293 or the Intellectual Property Code of the Philippines). 

3. Endeavor to publish content that reflects AdZU's core values. If administrators deem 
any published content inappropriate, embarrassing, or harmful, one must be ready to 
delete or un-publish it (see Social Media Protocol: Perspectives and Guidelines, 
Philippine Province of the Society of Jesus). 

4. Express views with appropriate language and civility and be especially cautious when 
writing in haste or emotionally (see Social Media Protocol: Perspectives and 
Guidelines, Philippine Province of the Society of Jesus). 
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5. Exercise due diligence by rereading the text for errors and possible misinterpretation 
before publishing content, sending an email or a message, and avoiding 
communication that may be construed to contain inappropriate content or sexual 
innuendo (see Social Media Protocol: Perspectives and Guidelines, Philippine 
Province of the Society of Jesus). 

6. Avoid posting fake news or sharing unverified content that may lead to 
misinformation or disinformation. 

7. Manage the use of social media so that it does not interfere with work or studies. 
8. Refrain from creating social media accounts for the University to avoid confusion. The 

University Communications Office manages AdZU's official social media accounts. 
Furthermore, creating social media accounts for a specific unit must be coordinated 
with the University Communications Office for inclusion in the official university 
social media accounts. 

VI. TRADITIONAL MEDIA & PRESS CONFERENCES 

Traditional Media (radio, television, and print media) are effective and practical tools for generating 
awareness, publicizing marketing efforts, and pulling the University's target audience's attention. Its 
widespread reach, audio, visual, and written components can create a lasting impact for AdZU and 
contribute to the attainment of University efforts. Members of the AdZU community (e.g., school 
personnel or students), when appearing as guests on radio or television or being interviewed for a 
newspaper story, become ambassadors of the University; hence, they should appear in the best 
interest of AdZU. 

On the other hand, press conferences are events in which prominent personalities or organizations, 
a.k.a "newsmakers," invite media to communicate important news, recent or "breaking" events, or 
significant happenings. This event features an interactive forum to give way to questions from the 
media.  

When appearing in media, all are expected to remember the following guidelines: 

A. Edification 

All members of the AdZU community must avoid: 

1. Promoting hate speech, bullying, or messages that are threatening, obscene, violent, 
abusive, or otherwise offensive to others' sensitivities (See Republic Act 11313 or The 
Safe Spaces Act).  

2. Talking about or sharing unverified content that may lead to misinformation or 
disinformation. 

3. Giving deceiving, defamatory, derogatory, or inflammatory information that may 
damage the University's reputation and other community members. 

4. Promoting discrimination based on religion, ethnicity, age, gender, political beliefs, or 
sexual orientation (See Republic Act 11313 or The Safe Spaces Act). 

5. Using University logo/school seal or bringing the name of AdZU to promote personal 
agenda or personal gain (e.g., solicitations, fundraisers, gaining support or followers, 
or favors) without proper authorization from the University. 
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B. Professionalism 

All members of the community must: 

1. Respect the privacy of personal conversations and not share or talk about them 
during interviews or media appearances. Furthermore, remember that the mic and 
the camera are always on during live interviews, and it is practically impossible to 
retract whatever is said.  

2. Engage positively in conversations or healthy debates by providing worthy 
information and perspective. More importantly, stick to the talking points. 

3. Promote professionalism by arriving at least 30 minutes earlier than the scheduled 
guesting/interview. 

4. Exercise prudence when talking about personal views and opinions about politics, 
social issues, university policies, and other topics of similar nature. If asked to 
comment on issues, a member of the AdZU community must make a disclaimer by 
pointing out that the opinions expressed herein are exclusively theirs and not of the 
Ateneo de Zamboanga University, its president, or any other personnel. 

5. Take special care when communicating with minors, vulnerable adults, and 
marginalized members of society (see Social Media Protocol: Perspectives and 
Guidelines, Philippine Province of the Society of Jesus). 

11. Observe Data Privacy. Avoid sharing personal information of administrators, 
colleagues, faculty, staff, or students during interviews or media guesting (see 
Republic Act 10173 or The Data Privacy Act of 2012). 

12. Guard the image of the University at all times. Confidential information about the 
University or personal views on university policies should never be discussed on 
radio, television, or newspaper articles. Doing so opens them up for public discussion 
and may subject AdZU or its community members to attack, defamatory comments, 
and damage to the reputation. Failure to protect the confidentiality of non-public 
information and misuse or abuse of such are grounds for discipline. (see Republic Act 
10173 or The Data Privacy Act of 2012). 

Breach of confidentiality may come in the form of any of the following: 

a. Improper handling, storage, or disposal of sensitive documents 
b. Disclosing information to unauthorized third party 
c. Discussing information in public, including posting on social media 

(See AdZU Administrative Manual) 

C. Responsibility and Accountability 

All members of the Ateneo de Zamboanga University community must: 

1. Adhere to discussing only those within one's area of responsibility when asked to 
address matters that concern the University. 

2. Respect intellectual property rights. Use copyrighted photographs, videos, or 
graphics with written permission and avoid pirated materials (see RA 8293 or the 
Intellectual Property Code of the Philippines). 

3. Endeavor to act and speak in a manner that exhibits respect towards others. Avoid 
acts or speech that are inappropriate, embarrassing, or may damage the reputation 
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of the University or any member of the community. Express views with 
appropriate language and civility and be especially cautious when talking or 
writing in haste or emotionally (see Social Media Protocol: Perspectives and 
Guidelines, Philippine Province of the Society of Jesus). 

4. Avoid sharing fake news or discussing unverified content that may lead to 
misinformation or disinformation. 

 

Additionally, DepEd Order no. 40 or the DepEd Child Protection Policy, House Bill 5021 or the Social 
Media Regulation Act of 2017, Republic Act 11313 or the Safe Spaces Act, RA 8293 or the Intellectual 
Property Code of the Philippines, Republic Act 10173 or the Data Privacy Act of 2012, the Social 
Media Protocol: Perspectives and Guidelines of the Philippine Province of the Society of Jesus, the 
AdZU Student Handbook, and the Ateneo de Zamboanga University Administrative Manual were used 
as guiding principles in the construct of this protocol. 

Lastly, Issues and concerns regarding the protocol may be referred to the Human Resource 
Administration and Development Office (HRADO) for employees and the Office of Student Affairs 
(OSA) or Office of the Prefect of Students (OPS) for students. 
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Sources: 

 Ateneo de Zamboanga University. (2017). Ateneo de Zamboanga University vision, mission, 
& identity statement. https://www.AdZU.edu.ph/vision-and-mission-
7/?fbclid=IwAR3nUQ0ilEsmCgks7dX8vDv17ZhUMQgOy_CoiTiJXsoAHhzfxVG-xzxivbQ  

 Baran, S. J. (2012). Introduction to mass communication (7th ed.). McGraw-Hill. 
 Jesuit Institute (2014). The Characteristics of Jesuit Education– An Abridged Version. Jesuit 

Institute London. 
 Philippine Province of the Society of Jesus. (n.d.). Social media protocol: Perspectives and 

guidelines. Ateneo de Manila University. http://ateneo.edu/sites/default/files/attached-
files/PHI%20Province%20Social%20Media%20Protocol.pdf 

 Xavier University. (2020, July 27). Xavier University social media protocol. Memo# U2021-
012. https://www.xu.edu.ph/presidents-memo-link/4701-memo-u2021-012-xu-social-
media-protocol 

 

Additional References: 

1. Ateneo de Zamboanga University Administrative Manual 

2. AdZU Student Handbook 

3. DepEd Order no. 40 or the DepEd Child Protection Policy 

4. House Bill 5021 or the Social Media Regulation Act of 2017 

5. Republic Act 10173 or the Data Privacy Act of 2012 

6. Republic Act 11313 or the Safe Spaces Act 

7. Republic Act 8293 or the Intellectual Property Code of the Philippines 

 

 

*Updated as of January 26, 2022 | University Communications Office 
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Annex I. Student Media Consent and Release Form 

Throughout the school year, students may be highlighted in efforts to promote school activities and 
achievements.  Students may be featured in materials to increase public awareness of the school 
through newspapers, radio, TV, website, brochures, and other types of media. 

This is purely voluntary and, if you consented, you have the right to withdraw your consent at any 
time by communicating to the academic unit you belonged to or to the data protection officer of the 
university. 

I, ___________________________________________, hereby authorized the Ateneo de Zamboanga University 
(AdZU), and its employees, representatives, and authorized media organizations to print, photograph 
and record me for use in audio, video, film, or any other digital or print media. 

I am fully aware that I will not receive monetary compensation for participation. 

I release the University, its Board of Trustees, employees, and other representatives from any 
liabilities, known or unknown arising out of the use of this material. 

I certify that I have read the Media Consent and Release Form and fully understand its terms and 
conditions. 

 

Name of Student:  ________________________________  Signature: _____________           Date: ________ 
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Annex J. System Description 

II. Name of the System/ Project: __________________________________ 
 
III. Describe the process of the Project: 

_________________________________________________________________________ 
_________________________________________________________________________ 
_________________________________________________________________________ 
 

IV. Describe the Scope and Extent: 
_________________________________________________________________________ 
_________________________________________________________________________ 
_________________________________________________________________________ 
 

V. What does the System/Project aim to achieve? 
_________________________________________________________________________ 
_________________________________________________________________________ 
____________________________________________________________________ 
 
 

VI. What are the benefits of the system to the organization and the data subjects? 
                _____________________________________________________________________ 
  _____________________________________________________________________ 
  _____________________________________________________________________ 
 
VII. System/Project Requirements Specification: 

_____________________________________________________________________ 
_____________________________________________________________________ 
_____________________________________________________________________ 
_____________________________________________________________________ 
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Annex K. Records of Processing Activity Form 

Name of Organization:  
Email:  Contact 

Number: 
 

Data Protection Officer  
Contact Details Email:  

Contact Number:  
Joint Controllership: (if 
applicable) 

 

 
NO. NAME 

 
(State the name of the Data 

Processing System) 

DATA SUBJECTS 
(Check and specify the data subjects) 

 
 
 

   ( ) Employees    ( ) Clients   ( ) Students 

 
PURPOSE OF PROCESSING 

(State the information about the purpose of personal data, including any intended future processing or data sharing) 

 
 
 
 
 
TYPE OF SYSTEM MANAGING AS SUBCONTRACTED 
( ) 
Manual 

( ) 
Electronic 

( ) Both ( ) PIC ( ) PIP ( ) 
Both 

           ( ) Yes               ( ) No 

GENERAL INFORMATION 
(State the data flow within the organization, from the time of collection, processing and retention, including the time limits for 
disposal or erasure of personal data.  List all personal data (e.g. Personal Full Name, address, gender, phone number, etc.)  and 

state which is/are the sensitive personal information (e.g. race, ethnicity, marital status, health, genetic, government issued 
numbers) 

 
 
 
 

DESCRIPTION OF SECURITY MEASURES 
(State a general description of the security measures in place) 

 
 
 
 

TO WHOM WILL THE PERSONAL DATA BE DISCLOSED THROUGHOUT THIS PROCESSING 
ACTIVITY 

(State to whom will the personal data be disclosed.) 
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Annex L. Data Mapping/Inventory Form 

Process Name:  
List of Personal Data:  
Description:  
Purpose:  
Processing Activities 
Done:  

 
How is security 
maintained? 
 

 

 
Who has access to 
information? 
 

 

 
Who is responsible for 
managing the data? 
 

 

 
Who are the data 
subjects? 
 

 

 
Where does data go 
inside the organization? 
 

 

 
How is data stored? 
 

 

Retention Period:  
 
Does data leave the 
organization? 
 

 

 
What software is used in 
processing? 
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Annex M. Information Life Cycle/Diagram Sample 

Data Life Cycle Management is a process that helps organizations to manage the flow of data 
throughout its lifecycle – from initial creation to destruction. While there are many interpretations 
as to the various phases of a typical data lifecycle, they can be summarized as follows: 1. Data Creation 
· 2. Storage · 3. Usage · 4. Archival · 5. Destruction. 

The information life cycle (or portions of it) are often illustrated using a flowchart, which is a 
graphical representation of a process. Flow charts can take different forms – horizontal, vertical, and 
at different levels of detail. Examples of flowcharts include process flows, process maps, flow 
diagrams, and data flow diagrams (graphical representations of information as it flows). 
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Annex N. Privacy Impact Assessment Form 

STEP 1: Define the Process 
1. What data is being collected by the process (list all, including 

personal as well as non-personal)? 
2. Which data (if any) is considered sensitive personal information 

(underline these)? 
 

 

STEP 2: Ensuring that processing is legally allowed and in compliance with Data Privacy Act of 
2012 

1. What is the legal basis for collecting data? 
2. Are we over-collecting? 

 

3. How will be consent be obtained? 
4. Do individuals have the opportunity and/or right to decline to 

provide data? 
5. What happens if they decline? 

 

6. How will the data collected be checked for accuracy? 
7. How will data be allowed to correct errors, if any? 

 

8. Will data be reused? 
9. How? 

 

STEP 3:  Define the probability that the activity involving data will result in harm, or a loss of the 
rights and freedoms of the data subject. 

1. How easy would it be to identify the data subject (on a scale of 1 
to 4) if this data were to be breached or exposed? 

 

2. What things might happen if someone unauthorized gets the 
data? 

3. How might this happen (describe scenario/s)? 
4. How much damage would this cause the data subject (on a scale 

of 1 to 4)? 

 

5. What things might happen if someone alters or changes my data? 
6. How might this happen (describe scenario/s)? 
7. How much damage would this cause the data subject (on a scale 

of 1 to 4)? 

 

STEP 4: Review existing controls, if any.  Identify new controls using privacy by design principles 
                                                                                                                                              Cost/Effort        (H/M/L) 

Is there a way, we can increase the benefits provided? If yes, 
how? 

  

Is there a way we can collect less data and thus reduce the 
exposure level? 

  

How can we reduce the privacy risk related to someone 
unauthorized getting this data? 

  

How can we reduce the privacy risk related to someone 
unauthorized getting this data? 

  

How can we reduce the privacy risk related to someone altering 
or changing the data? 

  

How can we reduce the privacy risk related to the data suddenly 
becoming unavailable? 

  

How can we reduce the privacy risk related to re-using the data 
for other purposes? 
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STEP 5: (For Sign-off by the DPO) 
Process  
Legal Purpose  
Providing the Benefit (H/M/L)  
Privacy Risk (H/M/L)  
Controls Organizational: 

Physical: 
Technical: 
 

Overall Assessment:  
 

The OTP Security Measures: 

OTP SECURITY MEASURES 
Organizational Measures 
(System’s environment and 
individuals carrying out 
security measures) 

Technical Measures 
(Technical aspect of security) 

Physical Measures 
(Policies and procedures 
implemented to monitor and 
limit the activities in the 
workplace) 

 Privacy Manual and 
Data Protection 
Policies 

 Structure of DPO 
Governance 

 Access Control Policy 
 Employee Awareness 

and Training 
 Confidentiality 

clauses 
 Security Clearances 

 Password 
management 

 Encryption 
 Anti-virus and anti-

malware 
 Data Back-up 
 Firewall 

 Lock and Key 
Cabinets 

 Physical warehouse 
with proper 
custodians 

 Office or work lay-out 
 Clean desk policy 
 CCTV 

 

The Legal Basis for Collecting: 

In order to process personal data, you must have been a lawful basis to do so. These are: 
 The consent of the individual 
 Performance of a contract 
 Compliance with legal obligation 
 Necessary to protect the vital interest of a person 
 Necessary for the performance of a task carried out in the public interest; or 
 In the legitimate interest of company/organization (except where those interest are 

overridden by the interest of rights and freedoms of data subject). 
 

  



82 | Ateneo de Zamboanga University |  Data Privacy Management Program and Privacy Manual 

 

Determining the type of risk: 

Confidentiality Integrity Availability Unlawful 
Processing 

Unauthorized Access 
(Internal) 

Wrong Capture Loss of Data (Physical 
or Digital) 

Beyond Retention 
Period or No 
Retention Policy 

Unauthorized Access 
(External) 

Alteration – 
Accidental 

Bankruptcy of Cloud 
Provider 

No Privacy Training 
Insufficient Privacy 
Training 

Interception - 
Intentional 

Alteration - 
Intentional 

Unsecured Storage Improper Disposal 

Redirection –
Accidental 

Inaccurate/ outdated 
data 

Misplaced of Data Lack of Consent 
No privacy notices 

Unsecured 
Transmission – 
Emails, Website 

No proper 
authorization on 
modification of 
databases 

System Glitch Undocumented / 
Breach policy and 
procedures 

Hacking Poor Management of 
the systems 
maintenance process 

Unsecured Computer 
and Devices 

Misleading purpose 
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Annex O. Bring your Own Device Policy 

Purpose 

The Ateneo de Zamboanga University permits all employees to use their own personal devices such 
as mobile phones, tablets, desktops and laptops in the performance of their work on behalf of the 
school.  However, the University must also ensure that whatever data or information generated and 
stored in these devices are protected and conforms to the school’s existing policies.  Furthermore, 
the university trust that all employees would be responsible in their use of their personal device/s in 
a responsible and lawful manner. 

Scope 

This policy applies to work performed using a personal device on the university’s behalf during 
working and non-working hours, on and off the school’s premises. 

Privacy Concerns 

All materials that are generated in whatever form in the performance of the employee’s tasks and 
responsibilities are properties of the university. These include but are not limited to emails, 
telephone conversations, voice mail recordings, instant messages, internet and social media postings, 
and information generated from the various school systems and applications. 

In the instance that there is a violation of the privacy policy of the university, the school reserves the 
right to review and confiscate all contents created, transmitted, received, printed from or stored or 
recorded on the device used for that particular school activity.  The university may also obtain, stored 
and disclosed copies of such content for investigation or litigation. 

Security Requirements 

All devices used for the school or on behalf of the school must be registered with and authorized by 
the unit or the office head. 

To protect personal information of the students and other individuals from being lost or becoming 
public, an employee must immediately report any device used for school purposes or on behalf of the 
school that is lost, stolen, accessed by unauthorized persons, or otherwise compromised so that the 
school can assess the risk and, if necessary, remotely erase the contents owned by the school in the 
device.  The owner of the device should also promptly provide the school with access to the device 
when requested or required for the school’s legitimate interest, including in the event of any security 
incident or investigation. 

Appropriate Use 

The University’s policy prohibiting harassment, bullying, discrimination and retaliation under the 
Social Media Protocol, Sexual Harassment Policy and Protocol on the protection of minors and 
students under the Safe Space Act would also apply to the use of all devices under this policy.   

Technological Support 

The University provides the following technological support for employee devices: 

a. Automatic access to the WIFI facility when inside the school premises. 
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b. Installation of appropriate university software and apps. 
c. Tech consultancy on what to install, what to upgrade, when to replace, etc. 

The university is not responsible for any damage, loss or liability arising from the use of any device/s 
for the school’s business arising from negligence or any untoward accident during the course of its 
use.   

Confidentiality and Proprietary Rights 

The University’s confidential information and intellectual property are valuable to the school and 
must be protected at all times including all personal information of students and other individuals 
that may be acquired or process through the use of your device.  Utmost care is to be observed in 
order for the device not to be jeopardized that would lead to the disclosure of the school’s confidential 
information and personal and sensitive information of individuals to anyone outside the school.  The 
use of the personal information of anyone and the proprietary rights of the school l is subject to non-
disclosure agreement of the University. 

Consequence for Failure to Comply 

Employees who violate any provision of the policy are subject to disciplinary action, up to and 
including termination of employment according to the code of conduct of the administration manual 
of the university. 
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Annex P. Closed Circuit Television Policy 

Purpose 

The purpose of this policy is to regulate the use of CCTV and its associated technology in the 
monitoring of both the internal and external environs of the premises of the university. 

CCTV systems are installed in key common and critical areas of both the Salvador and Kreutz 
campuses for the purpose of enhancing security of the building. In addition, to create 
awareness among the occupants, at any one time, that a surveillance security system is in 
operation within and/or in the external environs of the premises during both the daylight 
and night hours each day.  CCTV surveillance at the school is intended for the purposes of: 

 Protecting the school building and school assets, both during and after school 
hours; 

 Promoting the health and safety of employees, students, clients and visitors; 
 Aiding the investigation of any incident that would require the footages of the  

CCTV; 
 Documenting the flow of traffic in and out the school’s premises and buildings; 
 Preventing instances of pilferages and thefts. 

Scope 

This policy relates directly to the location and use of CCTV and the monitoring, recording and 
subsequent use of such recorded material. 

General Principles 

The university as a corporate body has a statutory responsibility for the protection of its 
property as well as providing a sense of security to its employees, students and other 
stakeholders within its premises.  The university has the responsibility to provide a safety 
environment for all the people inside the campuses. The CCTV and associated monitoring 
and recording equipment are utilized to augment the security and surveillance capabilities 
of the university and to improve the safety of the school community. 

The use of CCTV system will be conducted in a professional, ethical, and legal manner and 
any diversion of the use of CCTV security technology for other purposes is prohibited by this 
policy. 

Information obtained through the CCTV system may only be released when authorized by 
the Security Office, following consultation with the unit/office head, the Vice President for 
Administration and the legal counsel of the school.  Any requests for CCTV 
recordings/images from the police, law enforcement authority, and government agencies 
will be fully recorded and legal advice will be sought if any such request is made.  If a law 
enforcement authority is seeking a recording for a specific investigation, an officer may 
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require a warrant and accordingly any such request made by an officer should be requested 
in writing and the school will immediately seek legal advice. 

CCTV monitoring of public areas for security purposes will be conducted in a manner 
consistent with all existing policies adopted by the school including what is included in the 
administration, faculty and student manuals, protocols on protection of minors and students 
for dealing with complaints of bullying and sexual harassment and other relevant policies 
and laws.  

Video monitoring of public areas for security purposes within the school premises is limited 
to uses that do not violate the individual’s reasonable expectation to privacy. 

Information obtained in violation of this policy may not be used in a disciplinary proceeding 
against an employee of the school or a student. 

All CCTV systems and associated equipment will be required to be compliant with this policy 
following its adoption by the University.  Recognizable images captured by CCTV systems are 
personal information.  They are therefore subject to the provisions of the Data Privacy Act of 
2012. 

Justification for use of CCTV 

The University needs to be able to justify the obtaining and use of a personal information by 
means of a CCTV system.  The use of CCTV to control the perimeter of the school buildings 
for security purposes has been deemed justified by the university administration.  The 
system is intended to capture images of intruders or of individuals damaging property or 
removing properties without authorization. 

CCTV systems will not be used to monitor regular teacher/student classroom activities.   

In other areas of the university where CCTV has been installed, e.g. hallways, stairwells, 
perimeter area, common areas, it has been demonstrated that there is a proven risk to 
security and/or health and safety, and that the installation of CCTV is proportionate in 
addressing such issues that have arisen prior to the installation of the system. 

Location of Cameras 

The location of cameras is a key consideration.  The university has endeavored to select 
locations for the installation of CCTV cameras which are least intrusive to protect the privacy 
of individuals.  Cameras placed so as to record external areas are positioned in such a way as 
to prevent or minimize recording of passers-by or of another person’s private property. 

CCTV Video Monitoring and Recording of Public areas in the university may include the 
following: 

 Protection of school buildings and property:  the building perimeters, entrances and 
exits, lobbies and corridor, special storage areas, cashier locations, receiving areas for 
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good/s and services, covered courts and gym area, trash dispatch area, perimeter 
walls. 

 Monitoring of Access Control Systems: Monitor and record restricted access areas at 
entrances of buildings and other areas of concern. 

 Video Patrol of Public Areas: Parking areas, main entrance/exit gates, traffic control. 
 Criminal or Administrative Investigation: robbery, burglary, theft, pilferage or loss 

control measures, fist fights, public scandal and workplace violence. 

Covert Surveillance 

The university will not engage in covert surveillance. 

Notification/ Signage 

The university will provide a copy of this CCTV policy on request to employees, students, 
parents, alumni or visitors to the school.  This policy describes the purpose and location of 
CCTV monitoring and contact number for those wishing to discuss CCTV monitoring and 
guidelines for its use.  Adequate signage will be placed at certain locations to indicate that 
CCTV is in operation such as entrances to premises or at gates of the building. 

Storage and Retention 

Under the data privacy act of 2012, personal information shall not be kept for longer than is 
necessary for the purpose for which it was obtained.  Accordingly, the images captured by 
CCTV system will be retained for a maximum of 30 days, except where the image identifies 
an issue and is retained specifically in the context of an investigation/prosecution of that 
issue. 

The images/recordings will be stored in a secure environment (University Security Office) 
with a log access kept.  Access will be restricted to authorized personnel only.  Supervising 
the access and maintenance of the CCTV system is the responsibility of the University 
Security Office and Center for Information Technology Systems (CITS) in both the Salvador 
and Kreutz campuses.  In certain circumstances, the recordings may be viewed by other 
individuals in order to achieve the objectives set out above (such individuals may include the 
top university administrators, other members of the faculty and staff, the parent of a 
recorded student).  When CCTV recordings are being viewed, access will be limited to 
authorized individuals on a need-to-know-basis. 

Access 

Recorded images and monitoring equipment will be securely stored in a restricted area.  
Unauthorized access will not be permitted at any time.  The area will be locked when not 
occupied by authorized personnel.  A log of access will be maintained.  Access to the CCTV 
system and stored images will be restricted to authorized personnel only. 

In relevant circumstances, CCTV footage may be accessed: 
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 By law enforcers where the university is required by law to make a report regarding 
the commission of a suspected crime; 

 To assist the university in establishing facts in cases of unacceptable student 
behavior, in which case, the parents/guardians will be informed; or 

 To data subjects (or their legal representatives), pursuant to their approved request 
for access; 

 To individuals (or their legal representatives) subject to a court order. 

Request by Police Officers or other Law Enforcement Agencies:  Information obtained 
through video monitoring will only be released when authorized by the University Security 
Office following consultation with the concerned unit or office head, the Vice President for 
Administration and the University legal counsel.  CCTV image request for a specific 
investigation requires a warrant or court order.  All request should be made in writing, and 
the school would immediately seek legal advice. 

Access Requests:  On written request, any person whose image has been recorded has a right 
to be given a copy of the information recorded which relates to them.  Where the 
image/recording identifies another individual, those images may only be released where 
they can be redacted/anonymized so that the other person is not identified or identifiable.  
To exercise their right of access, a data subject must make an application in writing to the 
University Security Office.  Fees may be charged for responding to such a request. 

In giving a person a copy of their data, the university may provide a still/series of still 
pictures, a disk or a USB with relevant images.  However, other images of other individuals 
will be obscured before the data is released. 

Responsibilities 

The University Security Office (USO) in coordination with the Center of Information 
Technology Services (CITS) will: 

 Ensure that the CCTV system is implemented in accordance with the policy of the school. 
 Oversee and coordinate the use of CCTV monitoring for safety and security purposes with 

the school. 
 Ensure that all existing CCTV monitoring systems will be evaluated for compliance with this 

policy. 
 Review camera locations and be responsible for the release of any information or recorded 

CCTV materials stored in compliance with this policy. 
 Maintain a record of access to or the release of any material recorded or stored in the system. 
 Ensure that monitoring recorded images are not duplicated for release. 
 Ensure that the perimeter view from fixed location cameras conform to this policy both 

internally and externally. 
 Give consideration to all the stakeholders in the university for feedback/complaints 

regarding possible invasion of privacy or confidentiality due to the location of a particular 
CCTV camera or associated equipment. 
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 Installation of CCTV cameras including its configuration and administration with due 
consultation to the units and offices concerned. 

 Evaluation of the request for additional CCTV cameras.  
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Annex Q. Data Sharing Agreement 

In compliance with the Data Privacy Act of 2012, this agreement establishes the terms and conditions 
under which the Ateneo de Zamboanga University (AdZU) shares and transfers personal data to 
_____________________________.  

1. The confidentiality of data pertaining to the covered data subject/s will be protected as 
follows: 
a. The data recipient will not release or disclose any personal data that would 

reveal the identity of the data subject/s whose information is being shared by 
AdZU. 

b. Both parties shall comply with the Data Privacy Act of 2012 and other laws, rules 
and regulations governing the confidentiality of the information that is the 
subject of this Agreement. 

2. The data recipient will not release data to a third party without prior approval from the 
data provider, AdZU and the data subject/s. 

3. The data recipient will not share, publish, or otherwise release any findings or 
conclusions derived from analysis of data obtained from the data provider and the data 
subject without their prior approval. 

4. Data transferred pursuant to the terms of this Agreement shall be utilized solely for the 
following purposes and objectives:   

a.  

b.  

c.  

5. All data transferred to _____________________________ by AdZU shall remain the property of 
AdZU and shall be returned to it upon the completion of the stipulated purposes and 
objectives in #4. [Include this only if applicable in the release of data.]  

6. Any third party granted access to data, as permitted under condition #2, above, shall be 
subject to the terms and conditions of this agreement. Acceptance of these terms must 
be provided in writing by the third party before data will be released. 

 

IN WITNESS WHEREOF, both AdZU, through its duly authorized representative, and 
____________________________ (through its duly authorized representative,) have hereunto executed this 
Data Sharing Agreement as of the last date below written. 

 

[Name of Officer, Position] 
Ateneo de Zamboanga University  
Date:  
  
[Name of Data Recipient, Position] 
Date:    
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Annex R. Clean Desk Policy 
Overview 
A clean desk policy can be an import tool to ensure that all sensitive/confidential materials are 
removed from an end user workspace and locked away when the items are not in use or an employee 
leaves his/her workstation. It is one of the top strategies to utilize when trying to reduce the risk of 
security breaches in the workplace. Such a policy can also increase employee’s awareness about 
protecting sensitive information. 
 
Purpose 
The purpose for this policy is to establish the minimum requirements for maintaining a “clean desk” 
– where sensitive/critical information about our students, employees, alumni, vendors and suppliers 
are secure in locked areas and out of site.  
 
Scope 
This policy applies to all AdZU employees. 
 
Policy 
1. Employees are required to ensure that all sensitive/confidential information in hardcopy or 

electronic form is secure in their work area at the end of the day and when they are expected 
to be gone for an extended period. 

2. Computer workstations must be locked when workspace is unoccupied. 
3. Computer workstations must be shut completely down at the end of the work day. 
4. Any Restricted or Sensitive information must be removed from the desk and locked in a 

drawer when the desk is unoccupied and at the end of the work day. 
5. File cabinets containing Restricted or Sensitive information must be kept closed and locked 

when not in use or when not attended. 
6. Keys used for access to Restricted or Sensitive information must not be left at an unattended 

desk. 
7. Laptops must be either locked with a locking cable or locked away in a drawer. 
8. Passwords may not be left on sticky notes posted on or under a computer, nor may they be 

left written down in an accessible location. 
9. Printouts containing Restricted or Sensitive information should be immediately removed 

from the printer. 
10. Upon disposal Restricted and/or Sensitive documents should be shredded in the official 

shredder bins or placed in the lock confidential disposal bins. 
11. Whiteboards containing Restricted and/or Sensitive information should be erased. 
12. Lock away portable computing devices such as laptops and tablets. 
13. Treat mass storage devices such as CDROM, DVD or USB drives as sensitive and secure them 

in a locked drawer All printers and fax machines should be cleared of papers as soon as they 
are printed; this helps ensure that sensitive documents are not left in printer trays for the 
wrong person to pick up. 

 
Policy Compliance 
1. An employee found to have violated this policy may be subject to disciplinary action, up to 

and including termination of employment. 
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Annex S. Key Control Policy 

The University Key Control Policy is a security measure to provide safety and security for all 
members of the Ateneo de Zamboanga University as well as ensure the protection of personal and 
university property through control of keys to university offices and buildings and other secure areas 
on campus. The University Security Office is responsible for implementing the Key Control Policy. 

I. Policy 
Keys are the property of the Ateneo de Zamboanga University. Unauthorized 

possession and/or use of university keys is prohibited. 
 

II. Access Control 
The University Security Office (USO) oversees all access control for all the campuses. 

It is responsible for recording of the issuance and return of keys and for policy compliances 
of all key holder. 

The USO will conduct regular key audits to ensure accountability and to verify that 
the USO key control records match actual key holdings with office heads, staff or faculty. 
 

III. Key Issuance 
Keys are issued to the following authorized personnel: 

A. Salvador Campus 
1. Offices – Office Heads 
2. Faculty workrooms – Deans 
3. Laboratories – Laboratory Technicians 
4. Building steel gates and Classrooms – Security Supervisor on duty 
5. Sports facilities (MPCC 1 & 2), Sauras Hall, University Church – Security 

Supervisor on duty 
6. Dormitories (Faculty and Students) – Dorm Prefect 
7. Utility rooms, electrical boxes/rooms – PPO Supervisor 
8. Perimeter exit/entrance gates – Security Supervisor on duty 

B. Kreutz Campus 
1. Offices – Office Heads 
2. Computer Laboratories – Computer Lab Technician and OSS 
3. Science and TLE Laboratories – Department Chairs and OSS 
4. Classrooms – OSS, PPO 
5. Entrance and exit gates of buildings, gates to different floors in buildings, 

electrical rooms, Genset, FANCC – Security Supervisor on duty 
C. Lantaka Campus 

1. Office – Office Heads 
2. Conference/function rooms – Security Supervisor on duty 
3. Hotel rooms – Lantaka Campus Manager 
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IV. Key Duplicates 
A. Duplicate Keys for Offices and Faculty Workrooms 

Duplicate keys for offices and faculty workrooms may be requested from the USO 
with the approval of the Office head. 

B. Building Duplicate Keys 
Each building will have a CCTV-monitored key box for offices and classrooms. The 
duplicate keys may be accessed by Janitors who need to clean before offices open or 
before classes start. 

C. Emergency Duplicates 
Duplicate keys for major offices are kept in a CCTV-monitored emergency deposit 
safety glass cabinet located at Gate 1. 
 

V. Key Holder Responsibilities 
A. Office hears and other designated key control personnel are ultimately responsible 

for the control of keys issued to them. This includes: 
1. Tracking and documenting key duplicate issuances, returns, and custody 

transfers; 
2. Documenting and reporting all instances of lost or stolen keys; 
3. Supervising periodic key audits; and 
4. In the case of a lost key, review lost key reports, and in conjunction with USO, 

determine if a rekey of the affected area is required. 
Note: The Office Head may assign some of these duties to a Designated Key Control 
person/staff. 

B. Secure Location. A secure location is a locked container stored in an office suck as 
lockable file cabinets and safes. The Office Head and the personnel assigned to these 
locations are responsible for their control and security. 

C. Incidental Keys (keys specific to an individual’s workspace such as desk drawers or 
cabinets) are the responsibility of the individual personnel.  
 

VI. Lost or Broken Keys 
A. Lost keys must be reported to the USO; 
B. In case of loss of keys where the lock system has to be replaced, the cost for the 

replacement will be shouldered by the designated key holder; and 
C. Broken or damaged keys must be reported to the USO. USO will arranged for 

replacement of broken or damaged key. 
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Annex T. Privacy Breach Response Protocol 

Introduction 
Privacy breaches can result in adverse effects on individuals which can result in physical, material, 
or non-material damage. This could include causing the data subject embarrassment, distress, or 
humiliation.  

 
Personal data breaches can also be damaging to Ateneo de Zamboanga University (ADZU) as they can 
result in: 

• Damage to the relationship of trust we have built with employees, students, parents or 
guardians and other stakeholders of the school; 

• Loss of, deletion of, or damage to personal data which is essential to the administration of AdZU; 
• Damage to the reputation of AdZU  
• Administrative fines in accordance with the provisions of Data Protection Act of 2012 and/or 

litigation. 

In order to maintain the integrity and security of the data, it is the responsibility of each employee of 
Ateneo de Zamboanga University to follow the data policy of the school.  However, the immediate 
mitigation, management and resolution to any security incident or personal data breach will be 
handled by the Data Protection Management Team of each unit. 

 
This protocol outlines the steps the ADZU takes in managing known or suspected privacy breaches. 
The Data Protection Management team of each unit is responsible for the coordination, investigation 
and resolution of breaches under this protocol. 
 
Definitions 
In this protocol, the following terms shall have the following meanings 

1. “Aware”: an office or unit should be regarded as having become “aware” when that process 
owner has a reasonable degree of certainty that a security incident has occurred that has led 
to personal data being compromised.   

2. “Damage”: the personal data has been altered, corrupted, or is no longer complete.    
3. “Destruction”: the data no longer exist or no longer exist in a form that is of any use to the 

unit or office. 
4. “Privacy breach”: “a breach of security leading to the accidental or unlawful destruction, loss, 

alteration, unauthorized disclosure of, or access to, personal data transmitted, stored or 
otherwise processed”. 

5. “Risk”: the potential for data loss, damage or destruction or unauthorized access or 
processing. 

6. “Security incident” is an event that may indicate that an organization's systems or data have 
been compromised or that measures put in place to protect them have failed. 

7. “Temporary loss of data”: an incident resulting in personal data being made unavailable for a 
period of time.  

8. “Unauthorized or unlawful processing” may include disclosure of personal data to (or access 
by) recipients who are not authorized to receive (or access) the data, or any other form of 
processing. 
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Responsibility 
 
The Data Protection Management Team is responsible for the following: 

• Conduct of initial investigation; 
• Assessment and evaluation of a security incident or a data breach; 
• Coordinate with other offices like CITS, Legal Counsel, DPO for assistance and guidance; 
• Mitigate and remedy resulting damages at their level if any; 
• Comply with the reportorial requirements set by the NPC. 

 

 
 

Instances of Security Breach  
A data security breach can happen for a number of reasons, including: 

• Human error;  
• Disclosure of confidential data to unauthorized individuals; 
• Loss or theft of paperwork, or any device containing data;  
• Break-ins, burglary, mugging  
• Inappropriate access controls allowing unauthorized use/access; 
 Suspected breach of the school’s IT security; 
 Breaches of physical security e.g. forcing of doors or windows into secure room or filing 

cabinet containing confidential information; 
 Equipment failure and inadequate system back-ups; 
 Records altered or deleted without authorization by the data “owner”; 
• A disaster such as flood or fire;  
• Phishing (where information is obtained by deception or spoofing);  
 Malicious attacks such as hacking or ransomware attack; 
 Temporary loss of data; 
 Unauthorized or unlawful processing; 
 Emails containing personal or sensitive information sent in error to the wrong recipient. 
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Protocol 
 

In case there is a complaint or there is an awareness of a possible data breach, the Data Protection 
Management Team (DPMT) of the unit or office will follow the following protocol: 

 
Step One: Report and Contain 
A breach should immediately be reported to the Compliance Officer for Privacy (COP) of each unit.  
The COP will take immediate steps to contain the breach by calling the data privacy management 
team to investigate. 

 
 The DPMT shall meet immediately to assess the potential damage/destruction and undertake 

appropriate containment/mitigation/remediation measures. All concerned personnel and all 
data processors are required to give all necessary information to the team.  

 The DPMT shall start a written chronology of events, recording all relevant matters, 
including: 

(a) Date and time of notification of the breach (using the format DD/MM/YYYY and 
am/pm as appropriate). 
(b) If the notification relates to a potential breach, details of any preliminary 
investigation (if required) in order to establish whether or not a breach has in fact 
occurred. 
(c) Details of who reported the matter. 
(d) Details of what was known/suspected at that initial stage. 
(e) Details of what system/data-set is involved. 
(f) Assessment of risk to the rights and freedoms of natural persons. 
(g) Immediate actions undertaken (investigation, containment, mitigation, recovery, 
etc.). 

 The DPMT shall notify the Data Protection Officer (DPO) as soon as possible who shall also 
notify the President regarding the breach. 

 The DPMT in coordination with the DPO will immediately seek to contain the matter (insofar 
as that is possible) and shall take all necessary steps to mitigate any further exposure of the 
personal data held. 

 Where the data breach relates to an IT system and/or electronic data, contact shall be 
immediately made with the Center for Information Technology Services (CITS). Their advices 
and assistance should be sought in relation to appropriate measures of containment, 
quarantine, preservation of data and logs etc. 

 
Depending on the nature of the breach/threat to the personal data, this may involve: (a) a quarantine 
of some or all PCs, networks etc. (b) directing staff not to access PCs, networks, devices etc. (c) 
suspending accounts, (d) audit of the records held on backup server/s, (e) ascertain the nature of 
what personal data may potentially have been exposed. 

 
Consider a quarantine of manual records storage area/s and other areas as may be appropriate. 

 
In appropriate cases, immediate consideration should be given to retaining an IT forensics specialist 
and obtaining legal advice. 
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 Assessment of Risk 
DPMT shall undertake an assessment in relation to the risk: is the personal data 
breach likely to result in a risk to the rights and freedoms of natural persons? 

  Classification of that risk: 
• No risk? 
• Risk? 
• High risk? 

If it is assessed that there is “no risk”, the reasons for that decision must be recorded. 
 
When assessing risk, DPMT shall have due regard to the sensitivity of the data and the 
category of the data subject (e.g. minor, vulnerable person) in order to ascertain 
whether they may be placed at greater risk because of the breach. 
AdZU may not be required to notify the NPC and data subjects if the breach is unlikely 
to result in a risk to their rights and freedoms, e.g. the data were securely encrypted 
with state-of-the-art encryption, and the key was not compromised in any security 
breach. 

 If a decision is taken not to notify the NPC and/or affected data subjects, the 
justifications for that decision will be documented in the Incident Report of the unit or 
office. 

 If indeed a privacy breach has been established, the Data Privacy Management Team 
should submit the result of the incident to the Data Protection Office of the University. 

  The Data Protection Officer will liaise with the Office of the President and the Director 
of University Communications Office with respect to any public comments regarding a 
breach. 

 Reporting of incidents to the National Privacy Commission (NPC): All incidents in 
which personal data and sensitive personal data has been put at risk shall be reported 
to the NPC by the DPO without undue delay and where feasible (see notification 
protocol), not later than 72 hours after having become aware of it unless it does not 
result in a risk to the rights and freedoms of data subjects.  The DPMT shall use the 
incident report form provided for this purpose. 
 

Step Two: Document Breach 
At a minimum, the incident report shall contain the following: 

• The nature of the personal data breach. 
• The categories of data subjects (e.g. students, employees, alumni, etc.). 
• Approximate number of data subjects affected. 
• Categories of personal data/records (e.g. health data, education records, social care 
information, financial details, bank account numbers, passport numbers etc.). 
• Approximate number of personal data records concerned. 
• Description of the likely consequences of the personal data breach (e.g. identity 
theft, fraud, financial loss, threat to professional secrecy etc.). 
• Description of the measures undertaken (or proposed to be undertaken) by DPMT 
to address the breach (including, where appropriate, measures to mitigate its 
possible adverse effects). 
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INCIDENT REPORT FORM No. 2021 - __ 
 
 

Date (if known)   Date Reported  

Unit  Office  

Data Subjects  Number (if known)  

Description   
 
 
 

 

PRIVACY NOTICE: Any personal data you provide will only be used in line with the investigation of this incident and other compatible 
purposes. This includes contacting you should there be need for clarifications or additional information. All collected data will be kept 
secure and confidential, unless otherwise authorized by law. They will be disposed of as soon as the purpose for their use has been 
achieved. Aggregate or anonymized data may be retained for statistical or research purposes. The University respects your rights to your 
personal data. Should you wish to invoke them, or if you have questions or clarifications relating to privacy and data protection, you 
may contact the UDPO at dpo@adzu.edu.ph. You may also lodge a complaint or report a suspected security. 

 
 

Timeline 
 

Date Time Particulars 
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Personal Data Involved1 

Personal Information Sensitive Personal Information 

 
 
 
 

 

 
Initial Assessment 

Does it involve sensitive personal information or any other data that 
may be used to commit identity fraud? 

 Yes  No  Uncertain 

Is there reason to believe that the data has been acquired by an 
unauthorized person? 

 Yes  No  Uncertain 

Is there a real risk of serious harm to the affected individual/s?  Yes  No  Uncertain 

What are the immediate 
consequences of the 
incident on the affected 
individual/s? (if known) 

 
 
 
 
 

Were there security 
measures in place to help 
avoid the incident or 
mitigate its negative 
impact?  If yes, please 
describe. 

 
 
 
 
 
 

 
 
Remedial Measures Taken 

Measure Application Date 
(of implementation) 

What have you done to secure, recover, 
remove, or delete the personal data (if 
applicable)? 

 
 
 
 
 

 

What have you done to help mitigate the 
harm, damage, distress or negative 
consequences caused by the incident on the 
affected individuals? 

 
 
 
 
 

 

What have you done to inform the affected 
individuals? Indicate the reason if there was 
delay, or no notification. 

 
 
 
 
 

 

What have you done to provide assistance to 
affected individuals?  

 
 

 

                                                           
1 refer to Incident Report Guide. 
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Measure Application Date 
(of implementation) 

 
 
 

What have you done to prevent or avoid 
similar incidents in the future? 

 
 
 
 
 

 

 

Submitted by: 
 
 
 

 Noted by: 
 

NAME 
Title 
Office / Unit 
Email 
Contact no. 

 NAME 
Title 
Office / Unit 
Email 
Contact no. 
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INCIDENT REPORT ANSWER GUIDE 
 
PERSONAL DATA INVOLVED 
 
Identify the personal data involved in the incident. Refer to the table below for the common data types affected by security 
incidents. You may also include other personal data not found on this list: 
 

PERSONAL INFORMATION 

Identifying  Behavioral  

Name, Username, Picture, Video Footage, Language or Dialect Demeanor/Attitude, Routine/Regimen, Travel Logs/ History, 
Online Browsing Logs/History 

Physical Characteristics Demographic 

Height, Weight, Birthmarks, Tattoos, Piercings, Sex Age Range, Birthplace, Income Bracket, Socio-economic 
Classification 

Social – Education Location & Tracking 

School, Student ID Number, Degree/Course, Area of 
Concentration, Batch, Grade/Year Level, Section, Department, 
Schedule, Achievements/Awards, Character Referee 

Home Address, Business/Work Address, Email Address, 
Contact Number/s, GPS Coordinates, Device Identifier (e.g., IP 
address, Mac address, etc.) 

Social – Family Social – Professional 

Spouse, Relatives Title, Job/Occupation, Employee Number, Employment Status, 
Designation, Employment/Work History, Certification, 
Character Referee 

Financial – Transactional Social – Public Life 

Purchase/Sales History Communications Meta-data Character, General Reputation, 
Social Status 

Social Network    

Friends, Acquaintances, Connections, Preferences, Opinions, 
Interests 
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SENSITIVE PERSONAL INFORMATION AND 
OTHER INFORMATION THAT MAY ENABLE IDENTITY FRAUD 
Identifying – Government-issued number  Demographic  

Community Tax Certificate Number, Driver’s License Number, 
GSIS Number, PAG-IBIG Number, Passport Number, PhilHealth 
Number, SSS Number, Tax Identification Number (TIN), 
Professional License Number, Postal ID Number 

Age, Birthdate  

Family Authentication 

Civil/Marital Status Password, PIN, Security Question/Answer 

Identifying – Biometric data Medical and Health Record 

Signature, Fingerprint, Voice Recognition ID, Face ID, Iris Scan Genetic Information, DNA Code, Disease, Ailment, Disability, 
Individual or Family History, Blood Type, Medical Test Result, 
Prescription, Physical/Mental Health Records, Diagnoses 

Identifying – Ethnicity   Social – Education 

Nationality, Citizenship, Race, Ethnicity, Indigenous Group Exam Result, Grades, Scholarship, Educational Attainment, 
Academic Record 

Sexual Social – Professional 

Gender, Sexual History, Sexual Behavior Salary/Compensation/Income, Work Evaluation, Performance 
Assessment 

Transactional  Disciplinary & Criminal 

Bank Transaction Details, Loan Records/Details, Income Tax 
Returns, Tax Records 

Disciplinary Action/Proceedings, Charges, 
Sentence/Conviction, Case Disposition, Penalties 

Credit Financial – Account 

Credit Records/History, Credit Rating/Standing/Capacity Credit Card Number, Bank Account Number, Properties, 
Other Personal Accounts 

Communication Knowledge and Beliefs 

Call Logs, Voice Mail, Voice Call, Message/Chat Logs, Chat 
Conversations, Email History 

Religious/Philosophical Beliefs, Political Beliefs/Views, 
Religious/Philosophical/Political Group/Affiliations 
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Annex U. Notification Protocol 

I. General Guidelines 
Based on the guidelines set by the National Privacy Commission, not all data breaches have 
to be reported to the NPC.  However, notification is mandatory based on the following 
circumstances:  

 There is a breach of sensitive personal information or other information that may, 
under the circumstances, be used to enable identity fraud; 

 The data is reasonably believed to have been acquired by an unauthorized person; 
and 

 Either the personal information controller or the NPC believes that the data breach is 
likely to give rise to a real risk of serious harm to the affected data subject. 

If there is doubt as to whether notification is indeed necessary, consider: 

1. The likelihood of harm or negative consequences on the affected data subjects; 
2. How notification, particularly of the data subjects, could reduce the risks arising from 

the personal data breach reasonably believed to have occurred; and 
3. If the data involves: 

o Information that would likely affect national security, public safety, public 
order, or public health; 

o At least one hundred (100) individuals; 
o Information required by all applicable laws or rules to be confidential; or 
o Personal data of vulnerable groups. 

The failure to notify the NPC or the public may make one criminally liable for Concealment 
of Security Breaches Involving Sensitive Personal Information, which carries a penalty of 
imprisonment from one year and six months to five years, and a fine of Five Hundred 
Thousand Pesos (₱500,000.00) to One Million Pesos (₱1,000,000.00). 

This crime is committed by those, having knowledge of the security breach and with an 
obligation to inform the NPC of the fact of such a breach, either intentionally or by omission 
fails to inform the NPC that the breach has happened. 

Aside from notifying the NPC, AdZU as the Personal Information Controller (PIC) shall also 
notify the affected data subjects upon knowledge of, or when there is reasonable belief that 
a personal data breach has occurred. The obligation to notify remains with ADZU even if the 
processing of information is outsourced or subcontracted to a Personal Information 
Processor (PIP). 

The Commission shall be notified within seventy-two (72) hours upon knowledge of or the 
reasonable belief by AdZU or a PIP that a personal data breach has occurred. 
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Generally, there shall be no delay in notification however, the notification may only be 
delayed to the extent necessary to determine: 

 the scope of the breach; 
 to prevent further disclosures; or 
 to restore reasonable integrity to the information and communications system. 

There can be no delay in the notification if the breach involves at least one hundred (100) 
data subjects, or the disclosure of sensitive personal information will harm or adversely 
affect the data subject. In either case, the Commission must be notified within the 72-hour 
period based on available information. 

The full report of the personal data breach must be submitted within five (5) days from 
notification, unless AdZU is granted additional time by the Commission to comply. 

The following information must be included in any Data Breach notification: 

 Nature of the Breach. – There must be, at the very least, a description of: (a) the nature 
of the breach; (b) a chronology of events, and (c) an estimate of the number of data 
subjects affected; 

 Personal data involved. – stating the description of sensitive personal information or 
other information involved. 

 Remedial Measures. – there must be: (a) Description of the measures taken or 
proposed to be taken to address the breach; (b) Actions being taken to secure or 
recover the personal data that were compromised; (c) Actions performed or 
proposed to mitigate possible harm or negative consequences, and limit the damage 
or distress to those affected by the incident; (d) Action being taken to inform the data 
subjects affected by the incident, or reasons for any delay in the notification; and (e) 
the measures being taken to prevent a recurrence of the incident. 

 Name and contact details. – of the Data Protection Officer or contact person 
designated by the Personal Information Controller to provide additional information. 

Under the Data Privacy Act, the data subject has the right to be notified and in enforcement 
of such, AdZU must: 

 Notify the data subject within seventy-two (72) hours upon knowledge of or 
reasonable belief that a personal data breach has occurred; 

 The notification may be made on the basis of available information within the 72-
hour period if the personal data breach is likely to give rise to a real risk to the rights 
and freedoms of data subjects; 

 The notification shall have the same content as those made to the National Privacy 
Commission, but shall include instructions on how data subjects will get further 
information; and 

 Recommendations regarding how to minimize risks resulting from breach and to 
secure any form of assistance. 
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The notification may be supplemented with additional information at a later stage on the 
basis of further investigation. 

The notification of affected data subjects shall be done individually, using secure means of 
communication, whether written or electronic. And whenever individual notification is not 
possible or would require a disproportionate effort, the personal information controller may 
seek the approval of the Commission to use alternative means of notification. 

The Notification requirement is not absolute; the NPC can allow the Postponement of 
notification when it may hinder the progress of a criminal investigation. 

II. Protocol 
The steps of the Notification Process are the following:  

a. Incident Report - this is done by the process owner of the office or the unit who 
files the report upon becoming aware of the data breach and whose report will 
be the basis of the initial investigation by the Data Protection Management 
Team (DPMT) using the form provided in the data breach protocol.  

b. DPMT Assessment Report – after the initial investigation, the DPMT will issue 
this assessment report using the form provided for this purpose which will 
show what course of action has been taken and will be taken after assessing 
the data breach incident.  

c. NPC Notification Form – the assessment report of the DPMT will be forwarded 
by the DPO to the President for further action.  If he approves, the DPO would 
send the NPC notification form informing the commission about the data 
privacy breach following the guidelines set in the data privacy act of 2012. 
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DATA PROTECTION MANAGEMENT TEAM 
ASSESSMENT REPORT No. 21-__ 
 
Incident Type 

  Data Breach (involves personal data) 

    Availability (loss, accidental or unlawful destruction of personal data) 

    Confidentiality (unauthorized disclosure of or access to personal data) 

    Integrity (unauthorized or unlawful alteration of personal data) 

  Security Incident  

    It involves personal data, and would have resulted in a data breach, if not for safeguards 
that have been put in place. 

    It involves personal data and may compromise their confidentiality, integrity, and/or 
availability. 

    It does not involve personal data, but affects or tends to affect data protection. 

  Not related to Data Protection 

 
 
Mandatory Notification2 

  Breach involves sensitive personal information or other information that may be used to enable 
identity fraud. 

  Data is reasonably believed to have been acquired by an unauthorized person. 

  Breach is likely to give rise to a real risk of serious harm to the affected data subject/s. 
 
Additional Factors to Consider3 

  The incident will likely harm the affected data subjects or lead to negative consequences. 

  Notification could reduce the risks arising from the incident. 

  The data involved would likely affect national security, public safety, public order, or public health. 

  The incident involves least one hundred (100) individuals. 

  The data involved is required by law or rules to be confidential. 

  Affected data subjects involve or belong to a vulnerable group. 
 
                                                           
2 Only when all three (3) elements are present will notification of the National Privacy Commission ((NPC) and/or affected data 
subjects be mandatory. 
3 Regardless of the requirements for mandatory notification, the University may opt to notify the NPC and/or affected data 
subjects, after considering other relevant factors. 

DATE OF INCIDENT (if known) :  

UNIT AND OFFICE INVOLVED :  

NO. OF AFFECTED INDIVIDUALS :  

DATE DPO NOTIFIED :  

DATE A.R. FILED WITH DPO :  

BRIEF DESCRIPTION :  
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Recommendations 
A. Notification and Documentation 

 
B. Remedial, Mitigation, and Preventive Measures 

NATURE ACTIVITIES 

To secure, recover, remove, or delete 
the personal data. 

 

To avoid or mitigate possible harm, 
damage, distress or negative 
consequences, on affected individuals. 

 

Action taken to inform the affected 
individuals, or, in case of any delay in 
the notification, the reasons therefor. 

 

To prevent or avoid similar incidents 
in the future. 

 

Other Remarks 
 

 
 
 
 
 

  

  Notify 

    National Privacy Commission and affected data subjects 

    National Privacy Commission only (Please indicate reason) 

    Others (Please indicate) ______________________________________________________ 

  Record only (Please indicate reason) __________________________________________________ 

  None (It is not a data breach or a security incident)  

 Signature  

<Name> 

<Designation> 

<Email Address> 

<Contact Number> 

<Date> 
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DATA BREACH NOTIFICATION FORM 
 
 

DATA BREACH NOTIFICATION NO. 2021-__ 

(date) 

NATIONAL PRIVACY COMMISSION 

GSIS Financial Center, Diosdado Macapagal Blvd. 

Pasay City 

I write to notify the National Privacy Commission of a data breach incident affecting (office) of the University, 
which is under (unit). 

Kindly find below the particulars of said incident: 

Nature of the Breach 

Type 

 

Mandatory Notification 

  Breach involves sensitive personal information or other information that may be used to enable 
identity fraud. 

  Data is reasonably believed to have been acquired by an unauthorized person. 

  Breach is likely to give rise to a real risk of serious harm to the affected data subject/s. 

Additional Factors to Consider 

  The incident will likely harm the affected data subjects or lead to negative consequences. 

  Notification could reduce the risks arising from the incident. 

  The data involved would likely affect national security, public safety, public order, or public health. 

  The incident involves least one hundred (100) individuals. 

  The data involved is required by law or rules to be confidential. 

  Affected data subjects involve or belong to a vulnerable group. 

Number of Affected Data Subjects/Records 

Number (00) 

  Availability (loss, accidental or unlawful destruction of personal data) 

  Confidentiality (unauthorized disclosure of or access to personal data) 

  Integrity (unauthorized or unlawful alteration of personal data) 
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Brief Description of the Incident 

University employees have outstanding loan obligations with Robinsons Bank, which they pay through salary 
deduction. The University, through its CAO, deducts the amounts due and remits the same to the Bank. The 
information on the status of the employee’s loan payments were inadvertently disclosed by CAO’s Payroll 
Supervisor to the other company clients of the Bank. 

Chronology of Events 

Date Time Particulars 

   

   

   

   

   

   

   

   

   

   

   

   

 

 

Personal Data Involved 

Sensitive Personal Information 

Other Information that may be used for Identity Fraud 

None. 

  



110 | Ateneo de Zamboanga University |  Data Privacy Management Program and Privacy Manual 

 

Remedial Measures 

Measure Application 

Actions taken to secure, recover, remove, 
or delete the personal data. 

 

Actions performed to avoid or mitigate 
possible harm, damage, distress or 
negative consequences, on affected 
individuals. 

 

Action taken to inform the affected 
individuals, or, in case of any delay in the 
notification, the reasons therefor. 

 

Actions taken to prevent or avoid similar 
incidents in the future. 

-  

 

Query / Clarification (If any) 

 

Contact Information 

 

Should you have clarifications or concerns regarding this incident, you may contact the University through the 
following individuals: 

 

Fr Richard V Ella, SJ 
Data Protection Officer 
Office of the President 
Ateneo de Zamboanga University 
contact no. 9910871 loc. 2209 
mobile no. 0908-8749364 
dpo@AdZU.edu.ph 
 

Thank you for your attention. 

 

Sincerely, 

 

Fr Karel S San Juan, SJ 
President 
Ateneo de Zamboanga University 


